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FOREWORD
When Washington discusses new regulations, it always considers security. When 
the European Union (EU) ponders similar new regulations, it almost never does. 
This gap, while understandable, is unfortunate.

The EU is not a military alliance. It leaves national security priorities to NATO and 
its 27 member states. EU regulations have historically been enacted without proper 
security vetting. This results in high risks.

CEPA’s series, Injecting Security into European Tech Policy, highlights and details 
these risks, which are becoming more dangerous as the EU moves ahead with a 
broad range of significant tech regulations. The EU has imposed drastic restrictions 
on the largest US tech companies, limiting what businesses and activities they can 
pursue. It is on the verge of imposing new, protectionist cybersecurity rules that 
could eject US cloud companies from the continent. And now, it is adopting new 
rules to restrain the rise of artificial intelligence.

The regulatory offensive coincides with a critical time in transatlantic relations. 
Russia’s full-scale invasion of Ukraine highlights the importance of technology on 
the battlefield — and in protecting critical infrastructure. China’s aggressive rise 
threatens Western technological leadership. 

In response, both the EU and the US are bolstering domestic production of 
semiconductors and tightening sanctions and export controls. While positive, these 
moves need to be coordinated. Instead, protectionism and a quest for “digital 
sovereignty” on both sides of the Atlantic threaten transatlantic cooperation.

The US, for its part, has ceded much tech policy leadership to the EU. There is 
still no US federal privacy law. There are still no new federal rules for dealing with 
disinformation and illegal online content. There is an antitrust push against large US 
tech companies, but courts are pushing back. And the US has provided no effective 
opposition to potentially threatening European regulations. 

Transatlantic relations suffer. US and European views on pushing back against 
Russian aggression and Chinese authoritarianism converge. We need to build 
on this alignment when it comes to a democratic vision for tech policy that puts 
innovation and competitiveness first. This means working together, not unilaterally. 
It means addressing, not ignoring, our differences over digital regulation. Above all, 
it means realizing that technology is central to our joint security.

Dr. Alina Polyakova 
President and CEO 
Center for European Policy Analysis
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EXECUTIVE SUMMARY
It’s been a dramatic one-two punch. Russia invaded Ukraine. China ramped up its 
authoritarian ambitions. On both sides of the Atlantic, these national security crises 
and challenges spotlight policies governing digital technology, from cybersecurity 
and export controls to semiconductor production and artificial intelligence.

The transatlantic alliance depends on deep coordination on the rules governing 
tech — and yet, unfortunately, the US and EU find themselves moving in different, 
contrary directions. Injecting Security into European Tech Policy is a series of 
policy papers examining the increasing distance in five areas — competition policy, 
cybersecurity, semiconductor subsidies, artificial intelligence, and export controls. 

Europe and the US enjoy complimentary instincts. Both want to bolster domestic 
protection of key technologies. Both want to limit Russian and Chinese access 
to the same key technologies. Both even use the same vocabulary to describe 
their goal vis-à-vis China — de-risking, not de-coupling. And yet, differing priorities 
and political systems often lead to divergent and conflictual policies, preventing 
effective coordination.

Start with cybersecurity. As Janna Brancolini recounts in “Europe Upgrades its 
Cybersecurity Arsenal — Frightening the US,” Russia’s invasion of Ukraine created 
a cybersecurity crisis. European leaders feared that Russian hacking would bring 
down Ukraine’s infrastructure. This catastrophe was averted. Ukraine’s banks 
kept operating. Trains continued to run. Although cruise missiles hit the Ukrainian 
government’s data center, Microsoft, VMware, and other Western companies 
protected the data by dispersing it outside of the country. 

Ukraine’s success depended on strong private-public partnerships and a willingness 
to put aside counterproductive ideas about data localization and digital sovereignty. 
Instead of learning these lessons, Brancolini writes that European policymakers 
are focusing on an arbitrary crusade against private tech companies. They are 
preparing to impose a certification scheme on cloud computing companies that will 
make it difficult for the three biggest providers, Amazon, Microsoft, and Google, to 
do business on the continent simply because they are American.

Like the EU, the US is making cybersecurity a priority. Russian and Chinese hackers 
have launched numerous cyberattacks on US infrastructure and even the email 
accounts of US Secretary of Commerce Gina Raimondo. The Biden Administration 
has responded with a new National Cybersecurity Strategy, setting concrete 
timelines and goals for the defense of critical infrastructure. But the US plan omits 
specifics around data privacy, digital identity, and cloud risk. Fundament changes 
require congressional approval, unlikely with a paralyzed House of Representatives.
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A similar story is playing out with semiconductors. As Christopher Cytera writes in 
“Confronting China and Catching Up on Chips,” the EU and the US are aligned on 
the security risks of an unstable semiconductor supply chain. Both are responding 
by supporting domestic industries. They need to coordinate — or risk competing 
against each other rather than against China. 

Success is far from certain. Timelines differ. The US raced ahead of the EU in 
approving its legislative proposal and spending billions of dollars on subsidies. 
Critics fear overlap and that the funding could be spent on white elephant projects. 
Instead of building giant new chip manufacturing foundries, Cytera concludes that 
the funds should be used on overcoming “choke points.” The EU should concentrate 
on its competitive advantage in chip design, optics, and chemicals. The US should 
emphasize its software strengths.

Competition policy poses less discussed but perhaps equally important security 
risks. Both the EU and the US are concerned about the potential excessive power 
of the largest tech platforms. The Biden Administration has launched a series of 
antitrust cases against Google, Microsoft, and Amazon. But courts have pushed 
back and blocked much of this aggressive antitrust enforcement. 

Photo: United States Secretary of Commerce Gina Raimondo and European Commissioner 
for Competition Margrethe Vestager (left) and European Commissioner for Internal Market 
Thierry Breton and European Commissioner for Trade Valdis Dombrovskis (right) speak during 
a Transatlantic Tech Council Meeting in Paris, May 15, 2022. Credit: Jean-Louis Carli/European 
Commission.
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Europe has gone much further, passing a potentially revolutionary new law, the 
Digital Markets Act. As Bjorn Lundqvist writes in “Reining in the Gatekeepers and 
Opening the Door to Security Risks,” the new rules target the world’s largest digital 
platforms, almost all American, from Alphabet, Amazon, and Apple to Meta and 
Microsoft. 

The restrictions are far-reaching. As an example, Apple must unlock its App Store, 
and Google must no longer collect data from Maps and YouTube and combine it with 
Google Search data without users’ specific consent. Meta must allow its WhatsApp 
messaging service to accept calls from competitors such as Signal and Telegram. 
Violators face penalties of up to 20% of their global revenue for repeated violations. 

These requirements and restrictions hold potentially far-reaching dangers. 
Gatekeepers must give away data — potentially to enemies. They can no longer vet 
their operating systems and app stores for security. Almost anyone — even Russian 
and China — can obtain access. When gatekeeper messaging apps — Skype, 
WhatsApp, and iMessage — open up their interfaces to other messaging services to 
provide interoperability, their own services risk becoming disarmed against security 
breaches.

While the US tech leaders rush to comply with the Digital Markets Act, they are also 
rushing to adopt artificial intelligence. The emergence of ChatGPT which can explain 
complex concepts in a flicker, has catapulted the technology to the front page. The 
EU is responding with broad, sweeping legislation, now in its final negotiations, 
while the US is enacting only voluntary commitments.

The disconnect is dangerous, write Ylli Bajraktari and Lauren Naniche in 
“Transatlantic Community Must Unite to Address AI Risks and Opportunities.” If the 
US and EU don’t work together, China will win, the authors warn. The EU’s go-it-
alone prescriptive approach will prove difficult to enforce and, faced with a fast-
evolving technology, could soon be outdated. Perhaps worse, it threatens to divide 
the allies, burying hopes for a united democratic approach to AI.

Export controls are perhaps the issue most directly concerned with security. The 
US and EU agreed on tough sanctions against Russia in response to the invasion of 
Ukraine. They also agree on “de-risking” from China, working together to limit the 
exports of the most advanced semiconductors and manufacturing equipment.

But the two sides struggle to coordinate, writes Matthew Eitel in “Export Controls — 
The Keys to Forging a Transatlantic Tech Shield.” The US enjoys well-established 
regulations to protect its ‘economic security.’ It imposes controls quickly and 
unilaterally. In contrast, the EU must forge a consensus among its 27 member states, 
each of which insists on pursuing its own national prerogatives and sovereignty. 
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EU and US political priorities also differ. The US now places national security 
concerns at the center of its international economic agenda, willing to sacrifice 
trade in the name of protecting US security. While the EU has hardened its view of 
economic engagement with China, key member states such as Germany remain 
skeptical of the trade-offs required to closely align their approach with that of the 
US. 

While perhaps the most pressing, the issues addressed in this series are far 
from exhaustive. The transatlantic alliance faces other key tech-related security 
challenges. Among them: How to draw Europe away from Chinese telecom 
infrastructure and how to allow Europe’s desire for increased data sharing without 
allowing our enemies to take advantage? 

Despite persistent American pressure, the EU, particularly Germany, continues to 
allow China’s Huawei to build its crucial mobile phone infrastructure. At the same 
time, the EU remains skeptical about an innovative, inexpensive mobile phone 
operating system called Open RAN — even though Open RAN contains no Chinese 
parts. Once again, the culprit seems to be Europe’s misguided quest for digital 

Photo: President Joe Biden delivers remarks on his agenda for “Investing in America”, Tuesday, 
March 28, 2023, at the Wolfspeed semiconductor manufacturing facility in Durham, North Carolina. 
Credit: Cameron Smith/White House.

https://www.economist.com/the-world-ahead/2021/11/08/tareq-amin-on-the-open-future-of-mobile-telecoms
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sovereignty. Asian and American companies lead in the development of Open 
RAN. The new way of building mobile phone systems threatens European tech 
heavyweights Ericsson and Nokia. 

Data is becoming another key area of divergence. The EU just passed a new Data 
Act. On the surface, the idea sounds promising and noble — the digital equivalent to 
the Schengen Area, within which EU citizens are allowed to move and work without 
restriction. Just as the EU has promoted free travel, it now envisions a series of 
measures to facilitate data open sharing. But free personal travel looks much less 
dangerous to achieve than free data transfers. Policymakers did not even consider 
how the Data Act could leak crucial information, including to Russian and Chinese 
companies.

Both European and US companies lobbied hard against the Data Act, arguing it 
jeopardized their own competitiveness as well as national security. European 
policymakers in Brussels did not listen. The natural venue for transatlantic 
discussions, the Trade and Transatlantic Council, never was consulted. EU officials, 
led by EU Commissioner Thierry Breton, say European domestic regulations are not 
negotiable. 

That’s a mistake. Both Europe and the US must stop avoiding their differences in 
tech policies. They must work together, not against each other. Nothing should be 
off the table when it comes to transatlantic security — including tech policy. 

Bill Echikson 
Senior Fellow, Digital Innovation Initiative 
Center for European Policy Analysis
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Reining in the Gatekeepers and 
Opening the Door to Security Risks
By Björn Lundqvist

The EU should not accept every request from digital gatekeepers to avoid regulation, 
but it should be careful before dismissing legitimate security concerns.

The European Union’s (EU’s) regulatory offensive against the world’s largest digital 
platforms, from Amazon and Apple to Meta and Microsoft, is designed to increase 
competition on the Internet. Its new Digital Markets Act (DMA) prohibits these 
designated “gatekeepers” from sharing data among their various divisions while 
requiring them to share data with users, businesses, and competitors.1 

In practical terms, the DMA means Amazon must stop favoring its own goods over 
those from independent vendors, Apple must unlock its App Store, and Google must 
no longer collect data from Maps and YouTube and combine it with Google Search 
data without users’ specific consent. Meta must allow its WhatsApp messaging 
service to accept calls from competitors such as Signal and Telegram. Microsoft 
might be forced to end tying to the Microsoft 365 Office bundle. Violators face 
penalties of up to 20% of their global revenue for repeated violations. “We are 
putting an end to the so-called Wild West dominating our information space,” vowed 
Thierry Breton, the EU commissioner in charge of enforcing the new rules.2

Although some of these changes seem justified by conventional antitrust analysis, 
the DMA has been enacted without proper consideration of the danger of malign 
entities leveraging the regulation to wage economic or, even worse, military cyber 
warfare. In this paper, I analyze the potential security challenges stemming from 
opening up digital platforms and forcing data sharing. When gatekeepers’ messaging 
apps are obliged to allow their subscribers to receive calls from other messaging 
apps, end-to-end encryption and security protections could be jeopardized. When 
gatekeepers’ app stores are forced to weaken the vetting of their developers, it 
threatens not just our privacy but also our protection from both private and state-
operated hackers.

The landmark regulation fails to address the risk of geopolitical conflict. It falls 
disproportionately on Silicon Valley while sparing and perhaps benefiting Russian 
and, most dangerous of all, Chinese tech giants.

Opposite Illustration: Michael Newton/CEPA. Images: Left: Margrethe Vestager, June 9, 2021. Credit: 
John Thys/Pool via REUTERS; Center: Mobile Phone. Credit: Vojtech Bruzek/Unsplash. Right: Thierry 
Breton, February 23, 2023. Credit: Bogdan Hoyaux/European Commission.
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The Digital Markets Act and the Gatekeepers
The DMA applies to large platforms identified as “gatekeepers.” These companies, 
owing to their size and their importance as gateways for business users to reach 
customers, play an essential role on the Internet.

The market value, number of users, and turnover thresholds to designate 
gatekeepers are set high — a market value of more than €75 billion or a core 
platform counting 45 million European users or a European turnover of €7.5 billion 
over the past three years. Only a few companies fall within the scope. In theory, the 
nationality of the gatekeepers is irrelevant. In practice, almost all those targeted are 
US-based platforms, including Google, Amazon, Apple, and Meta.3 As we will see, 
this emphasis on US companies is dangerous.

Dangerous Data Sharing
Among the many new obligations facing the gatekeepers, perhaps the most 
dangerous is data access. In Article 6 (10), the DMA stipulates that a gatekeeper 
must “provide business users and third parties authorized by a business user, at 
their request, free of charge, with effective, high-quality, continuous and real-time 
access to, and use of, aggregated and non-aggregated data, including personal 
data, that is provided for or generated in the context of” the business user’s sale 
of products and provision of services. Article 6 (11) states the act targets search 
engines: “The gatekeeper shall provide to any third-party undertaking providing 
online search engines, at its request, with access on fair, reasonable and non-
discriminatory terms to ranking, query, click and view data in relation to free and 
paid search generated by end users on its online search engines.”

These mouthfuls translate into stiff demands and prohibitions: gatekeepers are 
required to share access to commercial data generated on their platforms with 
“business users.”4 Google will be forced to share European search queries with rivals 
that include Russia’s Yandex or China’s Alibaba.5 At the same time, the gatekeepers 
are not generally allowed to make use of the same data in competition with the 
business user, nor are they allowed to bundle it with other personal data generated 
elsewhere in their ecosystem unless they receive consent from users.

Competitors and business users are supposed to benefit. They have the right to 
obtain all data, including aggregated data, that is generated by the users’ activities 
on the gatekeeper platform. According to the act, “business user” refers to any 
natural or legal person acting in a commercial or professional capacity, who uses 
the core platform services while providing goods or services to end users.
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This definition is broad. It includes small firms making use of platforms to boost 
their business. No exemption exists to exclude companies or even governments 
originating from unfriendly jurisdictions. Both Russian and Chinese firms would be 
able to make use of the data access rule to obtain data from the gatekeepers.

This is dangerous. Under a veil of extracting and gaining data from platforms, a 
malicious actor could create a service to scoop up data from users. The malicious 
actor might use the brand name of the platform to gain credibility. Authoritarian 
countries have the means to do this on a large scale.

Companies originating in the EU or the United States do not have a corresponding 
right to access data from Chinese platforms such as Alibaba or Tencent or from 
Russia’s Yandex search engine under Chinese or Russian law. While business users 
make use of US platforms in Europe, they may gain access to valuable user data 
that could give them a competitive edge.

Consider a few concrete examples. If Amazon’s Alexa or Amazon’s cloud are 
declared a gatekeeper service, voice assistants from competitors such as Huawei’s 
Celia to Telefonica’s Aura might be able to access data stored on them. Or consider 
cars. Apple and Android car systems generate reams of driving data. If declared 
gatekeeper services, they could be forced to share this information with other 
business users. Malign actors — even enemy armies — might be able to procure 
real-time information on traffic flows and automobile movements.

Photo: Margrethe Vestager, Executive Vice-President of the European Commission in charge of 
Europe fit for the Digital Age, and Commissioner for Competition, and Thierry Breton, European 
Commissioner for Internal Market, gave a press conference, February 19, 2020. Credit: Xavier 
Lejeune/European Commission.
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App Stores
Apple and Google control access to almost all of the world’s mobile phones 
through their iOS and Android software, respectively. Both run app stores on top 
of these platforms. Three quarters of Android and iOS apps already suffer security 
vulnerabilities, according to a report by enterprise security company  Positive 
Technologies.6 Vulnerable storage of app data could allow hackers access to sensitive 
data such as passwords, financial details, personal data, and communications.

Apps send data to a server, which is hosted by a developer. Few protections exist 
to protect data stored by such a third party. Apple makes a particular point of 
emphasizing security for its App Store, saying that it “provides layers of protection 
to help ensure that apps are free of known malware.”7 Thousands of developers 
“deliver hundreds of thousands of apps for iOS, iPadOS, and macOS—all without 
impacting system integrity. And users can access these apps on their Apple devices 
without undue fear of viruses, malware, or unauthorized attacks.” 

While the app stores are insecure, the DMA could accentuate these already 
dangerous vulnerabilities. As gatekeeper services, Google and Apple could be 
forced to accept requirements to ease ”sideloading,” the ability of third-party 
application developers to upload onto the app stores without their approval. 
Even though this may increase competition, Apple has criticized the DMA for 
compromising its safeguards, saying the law “will create unnecessary privacy and 
security vulnerabilities.”8 

Google faces similar challenges to ensure Android’s security. Although more 
vulnerabilities were found in Android than iOS apps, the Positive Technologies 
report states that “this difference is insignificant, and the overall security level of 
mobile application clients for Android and iOS is roughly the same.” Vulnerabilities 
classified as “high risk” were identified in 38% of iOS apps and 43% of Android 
apps.9 

App store vulnerabilities present potential national security risks that should have 
been taken into consideration in the DMA. This oversight is not limited to the DMA, 
it can be spotted in other European regulations as well. While European regulations 
all are reviewed for their impact on climate and privacy, former Estonian President 
Toomas Hendrik Ilves worries that “when it comes to security, there’s no review of 
legislation, which is a fundamental flaw.”10 He criticizes regulators for going “after 
Apple” for vetting and blocking apps uploaded to iPhones that can be “used for 
surveillance.” He said: “We cannot allow apps that help foreign entities listen to your 
conversations, or even shut down your electricity grid.”
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Messaging Apps
Messaging apps such Microsoft’s Skype, Meta’s WhatsApp and Messenger, and 
Apple’s iMessage face stiff security challenges too. The DMA requires messaging 
apps owned by these gatekeepers to offer users of rival services like Signal or 
Telegram the ability to send and receive messages.

The goal is to promote competition. At present, it is difficult for users to move 
away from a service because they lose access to their friends who stay behind. 
Interoperability offers new services a chance to compete — offering new features 
and stimulating innovation.

But there are a few hitches.

Many popular messaging services are end-to-end encrypted.11 Although the DMA 
says encryption should be maintained, many experts believe interoperability may 
require breaking this encryption. In addition, there is a tight timeline for finding a 
technical solution. According to the DMA, the services will be required to make 
“end-to-end text messaging,” including various kinds of media attachments, 
interoperable on request by a competing service within three months of a request, 
beginning early in 202412) Group texts will need to be interoperable in two years, 
and voice and video calls in four years.

These could prove to be tight timelines. Meta  announced plans  to interconnect 
WhatsApp with Messenger in March 2019; this project remains unfinished.13 And 
that is within the same company, not with competitors.

Photo: Smartphone app store icon. Credit: James Yarema/Unsplash
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Upstart messaging apps that would be interested in obtaining access to the 
gatekeeper’s massive subscriber pool are wary because consumers demand 
encryption on privacy grounds. Groups such as the Electronic Frontier Foundation 
worry about the threat to human rights, saying encryption is “critical to protecting 
human rights defenders who depend upon strong security while opposing or 
exposing abuses in dangerous environments.”14 

Russia’s invasion of Ukraine underlines the importance of messaging apps. The 
Ukrainian government has depended on these apps to communicate with its 
citizens safely and securely.15 Its soldiers depend on them for communicating with 
their superiors. If Russian or Chinese messaging apps can demand interoperability, 
they could endanger these crucial tools.

Policy Recommendations
The DMA obligations come into effect in early 2024. Alphabet, Amazon, Apple, 
ByteDance, Meta, Microsoft, and Samsung declared in July 2023 that they meet the 
gatekeeper thresholds.16 These companies are preparing compliance plans which 
could attempt to close these security gaps. 

For both app stores and messaging services, the DMA allows gatekeepers to argue 
that they need to protect the “integrity” of their hardware or operating system.17 
Apple could argue that forcing users and developers to buy and sell through its 
App Store is the only way to protect them. Meta could argue that traffic from small 
messaging services could present a similar security threat. 

The European Commission will then need to decide whether to accept these 
arguments. If it does not — and it probably will not — the companies can bring the 
cases to court. It could then take years to reach a final decision.

Security should not be used as a smokescreen to protect anti-competitive behavior. 
Yet the DMA was enacted without taking adequate account of potential dangers. The 
European Commission could and should exempt specific platforms on the grounds 
of public security, judging that the cost to society disproportionate to the potential 
benefit.18 Whether the exemption can be used with the speed and flexibility needed 
in today’s fast-moving digital environment remains unclear.

On interoperability, the European Commission should strengthen the security-
protective exception for encrypted messaging. It should prohibit any messaging 
service that “breaks the promise of end-to-end encryption through any means—
including by scanning messages in the client-side app or adding ‘ghost’ participants 
to chats” from being able to “demand interoperability,” says the Electronic Frontier 
Foundation.19 
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Above all, the European Commission should allow gatekeepers to raise security 
justifications based on system integrity — even where the DMA does not explicitly 
allow it. If it is impossible to make encrypted messaging interoperable in the 
timeframe demanded by the DMA, the commission should initiate a European 
standards-setting and governance process to solve the issue.

There is another way to accomplish this goal — an express proportionality safeguard. 
A proportionality safeguard would allow companies to justify their conduct based 
on security, if they can.20 In particular, a gatekeeper should be allowed to protect the 
legitimate security interests of its services, including system integrity. Including such 
a clause would improve the legitimacy of the DMA, be consistent with fundamental 
principles of proportionality under EU law, and come with no material downsides for 
effective enforcement.

Gatekeepers need to retain tools to protect security in their app stores, on their 
messaging apps, and in their obligations to share data while opening up for 
competition. The DMA says that the gatekeeper can take “duly justified” and “strictly 
necessary and proportionate” measures to ensure the preservation of security. 
As the regulation’s enforcer, the European Commission should not accept every 
request from the gatekeepers to delay. But it should be careful before dismissing 
legitimate claims.

Björn Lundqvist is a nonresident senior fellow with the Center for European Policy 
Analysis (CEPA). He is a professor of law in the Department of Law at Stockholm 
University, the head of the EU Law Research Group, director of the European Law 
Institute, and director of Ascola Nordic.
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Europe Upgrades its Cybersecurity 
Arsenal — Frightening the US
By Janna Brancolini

The EU’s emphasis on privacy and digital sovereignty in its mission to advance 
cybersecurity is creating transatlantic tensions.

Three days after Russia’s full-scale invasion of Ukraine on February 24, 2022, 
Europe’s interior ministers gathered for an extraordinary meeting to address an 
urgent issue: How would European governments work together to repel a Russian 
cyberattack that could take down their essential networks? 

What happened surprised them and the world: Russia’s cyberattacks on Ukraine’s 
digital infrastructure failed. Ukraine’s banks kept operating. Trains continued to 
run. Although cruise missiles hit the Ukrainian government’s data center, Microsoft, 
VMware, and other Western companies had protected the data by dispersing it 
outside of the country.

21 

Ukraine’s success depended on strong private-public partnerships and a 
willingness to put aside counterproductive ideas about digital sovereignty. Today, 
the unanswered question is whether European policymakers have learned these 
lessons. Will they seek to strengthen private-public partnerships? Or will they 
respond by mandating counterproductive cloud certification and data-localization 
schemes? 

Europe’s Legislative Landscape 
Europe approaches cybersecurity differently than the US, which sees it primarily as a 
national security issue. In the European Union, the emphasis is on protecting privacy 
and warding off economic danger, says Sandra Joyce, head of global intelligence 
at Mandiant, a cybersecurity leader.

22 Cybercrime costs Europe an estimated €5.5 
trillion ($5.9 trillion) per year, according to the European Commission.23

In 2016, the European Parliament adopted the Network and Information Systems 
(NIS) Directive, the first piece of EU-wide cybersecurity legislation. The NIS Directive 
required member states to shore up defenses in “critical infrastructure” such as 
energy, transport, water, banking, and health care.24 Operators of this critical 
infrastructure must notify national authorities of serious cyber incidents, and 
member states must share information about ongoing risks and threats.25 

In 2021, the European Commission proposed an update called NIS 2.26 It expanded 
the scope of critical infrastructure to include space, express delivery, food, waste 

Illustration: Michael Newton/Center for European Policy Analysis.
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management, public administration, telecommunications, and digital services such 
as social networks and data centers.27

Under both NIS 1 and 2, national authorities issue certificates confirming that a 
product has passed security tests commensurate with the product’s risk level: basic, 
substantial, or high. All 

EU countries are obliged to recognize the certificate, easing trade across borders 
and saving businesses time and money on multiple certifications, according to the 
European Commission.28

The goal of strengthening national security is never mentioned. 

The NIS cybersecurity directives contain other significant flaws. They distinguish 
between critical and noncritical sectors, which critics warn creates a false distinction 
because it is difficult to impossible to separate and classify dangers in the digital 
world. If everything is connected, everything becomes critical infrastructure, 
notes Ot van Daalen, a cybersecurity researcher at the University of Amsterdam. 
A vulnerable camera could be used to execute a DDoS attack against an energy 
company, or a hacked router could be used to access a critical health care database. 

The New Cyber Resilience Proposal 
Europe is attempting to plug these gaps with the Cyber Resilience Act. Proposed 
in September 2022, it would set common cybersecurity standards for connected 
devices and services not already covered by regulation. 29 Products running afoul of 
the rulebook would face fines of up to €15 million ($16 million) or 2.5% of worldwide 
turnover, whichever is higher. 

The act is still under negotiation, but if approved, it would make permanent the 
European Union Agency for Cybersecurity (ENISA), which was established in 2004 
on a temporary basis.30Products would be classified as “default,” “Class I,” or “Class 
II.” 

Class I products pose minimal security risks. Their manufacturers must either follow 
specific standards or complete a third-party certification process. These include 
browsers, password managers, identity and access software, routers and modems, 
and mobile device applications. 

Class II products present the highest security risk and must receive third-party 
certification before being put on the market. These include software operating 
systems, public infrastructure and digital certificate issuers, industrial routers and 
switches, industrial internet of things devices, robot sensing, and smart meters. 
About 90% of digital products would fall into this high- risk category, including photo 
editing software and video games that present no real cyber dangers. 
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The Cyber Resilience Act would not apply to devices already covered under 
dedicated legislation, such as medical devices and automobiles. Additional rules 
would also be imposed for artificial intelligence systems that would be classified as 
high risk in a separate law on AI that is under negotiation.31

The cyber legislation would take effect in two phases. Within 12 months of adoption, 
manufacturers would need to report cybersecurity breaches and vulnerabilities, and 
within 24 months, member states and affected businesses would need to conform. 

Business groups and even some member states have expressed serious concerns. 
By allowing third parties to judge security precautions, any certification process is 
inherently risky, they say. 

Other corporate critics fear that the Cyber Resilience Act could slow or even stall 
the rollout of essential new technologies and services.32 “Businesses would have to 
wait for certification before adopting product security,” says Alexandre Roure of the 
tech lobby Computer & Communications Industry Association. 

Photo: Margaritis Schinas, Vice-President of the European Commission in charge of promoting 
our European Way of Life, and Thierry Breton, European Commissioner for Internal Market, gives 
a press conference on building a Joint Cyber Unit, June 21, 2021. Credit: Lukasz Kobus/European 
Commission
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The Act remains under negotiation. European parliamentarians, governments and 
the European Commission are engaged in a “trialogue” to adopt the legislation.33

Cloud Services and Data Localization 
Another danger is conflating cybersecurity with Europe’s quest for “digital sovereignty.” 
The battlefield on this front is cloud services. In 2021, France’s national cybersecurity 
agency, ANSSI, revised its cybersecurity certification and labeling program to 
disadvantage — and effectively preclude — foreign cloud firms from providing 
services to government agencies.34 

ENISA officials are now finalizing a European certification scheme for cloud 
companies to prove they abide by high cybersecurity standards. The draft 
requirements could force US cloud giants to disavow Washington’s data-access 
laws. Only European companies could qualify for the highest certification, excluding 
global leaders Amazon, Microsoft, and Google.35

If adopted, this push to develop a European cloud industry promises to be 
counterproductive. It would force European companies to use high-priced, low-
performing local providers. It would, perversely, prove a security risk. The best way 
to protect data, cybersecurity experts agree, is to distribute, not localize, data, and 
to store it with the biggest, most technologically advanced providers.36 Ukraine’s 
success in safeguarding its critical data in multiple centers outside of the country 
provides strong evidence that data localization is not the best way to protect against 
cyberattacks. 

Cloud services providers, mostly US companies, fear that the changes could be 
used to keep them out of the European market, which would, in turn undermine 
the continent’s cyber defenses. In a September 2022 white paper, Google called 
for Europe to rethink its approach and junk closed ecosystems, digital walls, or 
data localization in favor of what it called “open security,” relying on private-public 
partnerships, threat sharing, and encryption rather than certification.37

Many EU governments share these concerns. Estonia, the Netherlands, Greece, and 
Germany have objected that the proposed ENISA rules would stifle competition.38

How this issue is resolved will be key in determining whether a legitimate quest for 
cybersecurity provides real protection — or whether, perversely, it is just a cover for 
dangerous protectionism. 

Transatlantic Cooperation 
The war in Ukraine underlines the importance of public-private partnerships in 
helping a country anticipate and deal with cyber threats. 

In the hours before it sent troops over the border, Russia targeted malware at dozens 
of Ukrainian agencies. AI helped deflect the attack, allowing defensive software 
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code to be deployed, according to Microsoft.39 Such private-sector advances in 
digital technology, particularly AI, will remain crucial in countering bad actors. 

Effective cyber policy requires bringing together a broad coalition of lawmakers, 
regional bodies such as ENISA, national market surveillance authorities, law 
enforcement, trade groups, companies, academia, and consumers, says Isabella 
Wilkinson, a cybersecurity researcher at Chatham House.40

Europe should extend cooperation with the United States. At the US-EU Trade and 
Technology Council, European and US leaders have made cybersecurity a priority. 
“In the current tense geopolitical environment, risks are increasing for critical internet 
infrastructures,” says the EU readout of the December 2022 meeting in College 
Park, Maryland.41 The two sides vowed, “to facilitate projects that strengthen the 
resilience of infrastructure such as strategic overland and subsea cables.” 

Yet the EU and US are moving at different speeds. As the EU rushes ahead with 
its cyber plans, US cyber regulation remains rudimentary. A decade ago, the US 
Chamber of Commerce spearheaded a campaign to block legislation that would 
have imposed cybersecurity requirements on private businesses. Since then, the 
US has relied on voluntary schemes, executive orders, and the federal government’s 
purchasing power to raise cybersecurity standards, all with limited success. 

Photo: The NATO Cooperative Cyber Defense Center of Excellence (CCDCOE) annual cyber defence 
exercise Locked Shields 2023 took place in Tallinn. Credit: NATO CCDCOE
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The war in Ukraine, coupled with the May 2021 ransomware attack on the Colonial 
Pipeline, increased the US appetite for action.42 In June 2021, the Senate confirmed 
the country’s first national cyber director, and the following year Congress 
allocated $22 million for the office.43 In 2022, President Joe Biden imposed the first 
cybersecurity regulations on oil and gas facilities.44

It’s not just the Russian threat that creates new urgency to the US cybersecurity 
push. Chinese hacking is on the rise. In May, 2023, Microsoft disclosed that a 
Chinese hacking group infiltrated US government agencies, including the email 
account of Commerce Secretary Gina Raimondo.45 

The Biden administration has released a new cybersecurity strategy seeking to 
require companies to report vulnerabilities and intrusions, which had previously 
been voluntary.46 An implementation plan was published in July 2023.47 It sets 
timelines and outlines steps to protect pipelines, electrical grids and other key 
infrastructure. 

But gaps remain. Specific provisions around data privacy, digital identity and cloud 
risk, part of the administration’s initial strategy, are omitted in the implementation 
plan.48 The problem is political. Fundament changes require congressional approval, 
unlikely with a Republican Party-run House of Representatives. 

49 Russia’s attack on 
Ukraine has underlined the importance of effective cyber defense. Chinese hacking 
ups the danger. Let’s hope Europe and the US learn the lessons. 

Photo: Air Force Tech. Sgt. Jochen Emrich, of the 189th Airlift Wing, Communications Flight, Arkansas 
Air National Guard, assesses real-world cyber threats, Dec. 5, 2021, at Little Rock Air Force Base, 
Arkansas. Credit: Tech. Sgt. Jonathan Porter/Air National Guard
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Policy Recommendations 
Europe’s Cyber Resilience Act should avoid slowing implementation of innovations 
such as AI that will protect connected services. 

Europe’s cloud certification scheme should avoid adopting protectionist measures 
and imposing data-localization requirements. 

Europe’s cybersecurity strategy should involve increased stakeholder participation, 
including industry groups and businesses, to promote public-private partnerships. 

The US Congress should move to turn the promising Biden plan into hard law, 
allowing the Executive Branch to take strong action to protect critical infrastructure.

The US-EU Trade and Technology Council should be used to head off potential 
conflicts in US and European cybersecurity policies — and to prevent Europe from 
using cybersecurity to keep US cloud companies out of its market. 

Janna Brancolini is a Nonresident Fellow with CEPA’s Digital Innovation Initiative. 
She is an independent journalist based in Milan, Italy, covering legal affairs, 
business, technology, and sustainability for Bloomberg and the Los Angeles Times. 
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Confronting China and Catching Up on 
Chips
By Christopher Cytera

The United States and the European Union (EU) are aligned on the security risks 
of an unstable semiconductor supply chain—and yet they risk fighting over how to 
repair it.

Both Washington and Brussels fear that Chinese chips in Western electronics could 
be used for surveillance and intelligence gathering. Both have launched expensive 
public-funded programs to build up their own industries. At the EU-US Trade and 
Technology Council (TTC), a key focus is to ensure these semiconductor support 
programs are complimentary, not competitive. The TTC is also developing “an early 
warning system to address and mitigate semiconductor supply chain disruptions.”50

While it is hard to justify state intervention in most areas of a free market economy, 
the desire to mitigate security risks justifies extraordinary government intervention. 
Semiconductors drive the essential tools of contemporary life, from smartphones 
to automobiles. They are crucial to military prowess, guiding missiles, controlling 
jets, and running secure communications systems. While the industry is cyclical, 
demand is expected to boom in the coming decade. The global semiconductor 
market exceeded $500bn in sales in 2022 and is expected to expand into a trillion-
dollar industry by 2030, according to a McKinsey & Company report.51

During the COVID-19 pandemic, a shortage of chips wreaked havoc on entire 
industries, causing deep economic pain and generating geopolitical tensions. In 
response, the United States, the EU, and China have unveiled ambitious public-
funded programs to strengthen their chip industries. 

Even so, the EU and US projects entail big risks. The European and US timelines 
differ: The United States already has approved its chips plan, while the EU continues 
to debate its legislative proposal. Despite their avowed aim of avoiding duplication, 
critics fear an inevitable overlap. The giant European and US state-funded subsidy 
programs could end up spent on white elephant chip-manufacturing facilities, 
producing a global glut. Signs of a short-term chips glut are already becoming 
evident.52

It would be preferable to use public funds to build up capabilities on “choke points” 
in the chip development and manufacturing process. The EU should concentrate 
on its competitive advantage in optics and chemicals. The United States should 
emphasize its unparalleled design and software capabilities. 

Illustration: Michael Newton/CEPA. Photo: A wafer is seen at the new Bosch 300-millimeter wafer fab 
for silicon chips in Dresden, Germany, May 31, 2021. Credit: REUTERS/Matthias Rietschel
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Security Risks
The COVID-19 pandemic has highlighted the semiconductor supply chain’s 
bottleneck-prone nature. With demand soaring for physical goods and foundries 
shut, global shortages spread, causing economic havoc. Automaking, which 
depends on advanced electronics, is estimated to have lost the production of almost 
eight million cars in 2021.53 Popular products, including the latest Sony PlayStation, 
became scarce.54 Beyond generating gaps in consumer products, chip shortages 
produced security fears, which became accentuated after the Ukraine war depleted 
Western arsenals.

The Javelin anti-tank weapon, for example, which has proved crucial in Ukraine’s 
resistance to the Russian invasion, requires at least 250 chips. Ukraine requested 
hundreds of Javelin systems per day at the outset of the war, but US companies 
struggled to procure the semiconductors needed to meet the demand. 

Modern militaries must replace their stockpiles of semiconductor-intensive 
munitions. To prepare for a potential conflict with China, experts have called for the 
US military to build up its stockpiles and help countries like Taiwan do the same. 
These recommendations require a smoothly functioning, resilient semiconductor 
supply chain.

While many of the most advanced chips are designed in the United States, the 
EU is strong in the imaging technologies required to miniaturize silicon, and Asia 
dominates manufacturing. Taiwan produces 65% of the world’s semiconductors, 
while smaller percentages are produced in South Korea, Japan, the United States, 
and the Netherlands.55 China produced 5.5% of the world’s semiconductors in 
2021.56

Taiwan’s undisputed leadership in advanced chipmaking provokes particular 
concern. In semiconductors below 10 nanometers—the leading-edge versions of 
the technology—Taiwan holds more than 90% of the global market share.57 This 
dominance introduces several supply chains risks: The island is located just off the 
coast of China, which claims sovereignty. A Chinese naval blockade of the island, or 
an outright invasion, would immediately cut off supply of nearly all current production 
SoCs (System on Chips) designed by the likes of Qualcomm, Broadcom, and 
Nvidia and supplied by them to Apple, Samsung, Dell, HP, etc. Beyond geopolitics, 
recent droughts in Taiwan have impacted manufacturing (chip fabrication requires 
significant amounts of water)58 and the island is subject to destructive earthquakes.59 
Both the United States and the EU have “zero fabrication capacity for leading-edge 
logic chips (5 nanometers and below).”60
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The chip industry is capital intensive. It costs billions of dollars or euros to build a 
modern foundry. Since the start of the century, the number of firms able to offer the 
most modern technology has fallen from nearly 30 at the turn of the century to just 
two, Taiwan’s TSMC and South Korea’s Samsung.61

Beyond these risks, both the United States and the EU have identified China’s 
growing semiconductor capabilities as a strategic threat. China is building a 
competitive semiconductor industry, using extensive state subsidies, intellectual 
property (IP) theft, and forced labor, they say. US and EU law enforcement and 
intelligence agencies have voiced concern about the ability of Chinese electronics 
companies to surveil and gather sensitive data.

Chinese electronics companies, including some which are state-owned, have also 
sought to purchase or invest in several microelectronic companies, including in the 
EU and United Kingdom. In late 2022, the German government halted the sale of a 
semiconductor factory to a Swedish subsidiary of a Chinese electronics company.62 
In the UK, the government mandated the unwinding of the sale of a Welsh company 
to a Chinese one.63 Yet Chinese companies remain present in the EU technology 
space—Huawei, the large Chinese telecommunications firm, has continually pushed 
for more “partnerships” with EU technology companies.64

Photo: Commissioner for Competition, Thierry Breton, holds a semiconductor wafer while giving  a 
press conference on the European Chips Act, February 8, 2022. Credit: Aurore Martignoni/European 
Commission.
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US and EU Chip Proposals
Both the United States and the EU are gearing up to spend large amounts of public 
funds to boost domestic semiconductor production. Success is far from certain. 
The Western efforts are late. China,65 Taiwan,66 and South Korea67 all have provided 
significant subsidies for years to their semiconductor industries. 

The US CHIPS and Science Act 

US President Joe Biden signed the Creating Helpful Incentives to Produce 
Semiconductors and Science Act (CHIPS and Science Act) into law on August 9, 
2022.68 The act ensures $280bn in spending over the coming decade. Of that amount, 
$200bn is slated for research and development (R&D) and commercialization. 
Another $52.7bn is targeted at semiconductor manufacturing, with $24bn worth of 
tax credits for chip production. A final $3bn is slated for programs aimed at leading-
edge technology and wireless supply chains.

A considerable amount of the funding will give tax incentives to build new chip-
manufacturing facilities in the United States, which are planned to be built or 
expanded in Ohio,69 New York,70 and Texas.71 Additional resources are allocated to 
boost research, with smaller grants going to improve supply chain security abroad.72 
The legislation subsidizes developers of telecommunications technology with 
an important condition—recipients of the federal money must not use advanced 
Chinese chips.73

The United States has made security a focus of its chip plans. Both the 2019 and 
2021 National Defense Authorization Acts (NDAAs) included steps to boost US chip 
manufacturing and secure supply chains of semiconductors designed for military 
use. Chips used for military applications must be more resilient—able to withstand 
high altitudes and extreme environments—than ones designed for consumer goods. 
In the 2019 NDAA, a pilot program was introduced to determine the authenticity and 
security of microelectronic parts in weapons systems.74 The 2021 NDAA created 
new incentive programs to boost domestic manufacturing, as well as a new federal 
center for research and workforce training.75

The US government will still struggle to manage chip inventories. The government 
can only convene the private sector to distribute timely information on supply chain 
threats and bottlenecks—and set long-term incentives to ease them. The burden of 
managing chip inventories largely remains on the private sector.76
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The European Chips Act

In 2022, the European Commission proposed a significant overhaul of its 
semiconductor industry. The European Chips Act would pump €43bn ($46.58 bn) 
into research and manufacturing for European chip designers and manufacturers.77 
It aims to double the EU’s share of the global semiconductor market from less than 
10% today to 20% by 2030. 

While most European officials agree on the importance of chips funding, the 
European Parliament and EU governments still must approve. At the time of writing, 
the EU had not agreed on how it will raise funds for its Chips Act. European spending 
looks set to be much lower than US spending.78 The South Korean government’s 
predicted spending on chips of $400bn through 2030 will dwarf planned 
European investments of between €20bn and €30bn ($21.67-$32.5 bn) by 2030. 

Additional disagreements exist on how the European funds should be spent.79 Most 
could end up going to Asian and US firms and, indeed, Intel is slated to receive 
large dollops of German and EU funding to build a foundry outside Berlin. The plan 
could increase tensions between EU members. Since funding for these subsidies 
comes  from national budgets, the richest member, Germany, could outspend 
others, as evidenced by the first large, planned  investment  linked to  the Chips 
Act — Intel’s Magdeburg foundry.80 Poorer or smaller EU members could be left 
behind.

Unlike the US focus on national security, the EU’s legislation focuses on the 
“security of supply,” the ability of the EU to overcome the gap in its chip supply 
chain. The European Chips Act would give the EU latitude to direct manufacturers 
to manufacture critical chip components and to use its bulk buying power as a lever 
to incentivize manufacturers.81

One criticism of the European plan is its focus on the most advanced chips. Since 
the demise of Nokia as a smartphone supplier, European industry requires few of 
the most modern chips. It would make more sense to concentrate on the more 
specialized power semiconductors and micro-controllers required by the continent’s 
strong car and manufacturing industries. 

The goal of increasing the EU’s share of the global chip market from 10% to 20% by 
2030 is arbitrary. Europe does not boast a world-class chipmaker on which to build 
market share. From being mainstream consumer chip suppliers with top 10 global 
rankings in the 1990s, Germany’s Infineon and French-Italian STM Manufacturers 
have retreated into niche areas. The European Chips Act will not bring them back 
into the mainstream nor create the start-ups required for semiconductor innovation 
and renewed growth in the European ecosystem.
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Instead, the focus should be on reinforcing European preeminence in key “choke” 
areas. Europe enjoys impressive chipmaking strengths. Dutch company ASML 
dominates manufacturing of the lithography machines required to produce the 
most modern miniature chips. Germany’s Zeiss leads in optics. Belgium’s Solvay 
and Germany’s BASF provide critical chemicals.

No longer part of the EU, the UK has since released its own semiconductor strategy 
with a much more modest $1bn support package. The emphasis is on supporting R&D 
and security, leaving it unclear how supply chains are going to be strengthened.82

Export Controls
The United States has taken drastic steps to curb China’s efforts to expand its 
semiconductor industry.83 In late 2022, the Department of Commerce imposed 
export restrictions that effectively ban US nationals from working in Chinese 
businesses associated with chip manufacturing. New licensing requirements make 
it difficult to export chips from China to the United States, and to ship US equipment 
to China. Both US and foreign-made products that contain advanced chips with US 

Photo: An employee of chip company Infineon holds a 300-millimeter wafer for demonstration during 
a press tour in the clean room of the chip factory. Infineon breaks ground for the new Smart Power 
Fab in Dresden on May 2, 2023. Credit: Robert Michael/dpa/Alamy Live News
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inputs must now receive US government approval before being sent to China.84 
The new regulations have shaken the Chinese chip-making industry—experts have 
noted that the new rules will likely set China back “years.”85

China consumes more than a third of the world’s semiconductors, the vast majority 
of which are manufactured abroad.86 Reducing the ability of companies to export to 
China could have significant consequences for global industry.87 China may have to 
invest up to a trillion dollars to make up for the shortfall.88

Since these measures were announced, China has retaliated by restricting exports 
of certain metals89 used in semiconductor manufacture and banning memory chips 
from US firm Micron Technologies.90 We are witnessing the start of what could be 
protracted “Chip Wars”.

While the United States has taken action to reduce the presence of Chinese 
microelectronics, the EU has not followed suit, partly hamstrung by its own consensus-
based foreign policy and trade system. EU semiconductor manufacturers, notably 
ASML in the Netherlands, complain of US protectionism.91 Chinese-manufactured 
security cameras, which have been restricted in the United States, are still common 
in the EU.92 Chinese telecommunications firms, notably Huawei, are enmeshed in EU 
telecommunications—in Berlin, Huawei controls a higher market share of telecom 
equipment than it does in Beijing.93

The United States and the EU look set to continue sparring over just how hard to 
crack down. Initially, the Dutch government resisted US pressure to ban ASML from 
exporting its most modern machines to China. In the end, US pressure won out.94 
This could open a new era of transatlantic cooperation.

Policy Recommendations
Blunt policies designed to prevent China from building an advanced chip-
manufacturing industry could backfire. In the short term, they will hurt domestic 
companies by reducing their sales. In the long term, they will have little effect on 
China. Instead, democratic countries should pursue sanctions that target China’s 
violations of international humanitarian and trade rules. 

Enforce Intellectual Property Import Restrictions

Chinese IP theft is widespread and damaging to the United States; 80% of all 
economic espionage prosecutions brought by the US Department of Justice revolve 
around actions that would benefit the Chinese state.95 The estimated cost of these 
stolen trade secrets is between $225bn and $600bn per year.96
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Recent reports have detailed Chinese theft of trillions of dollars’ worth of IP.97 In 2019, 
a California court ordered XTAL, a US subsidiary of Chinese company Dongfang 
Jingyuan Electron Ltd., to pay ASML $845m to compensate for IP theft.98 In 2021, 
ASML voiced concerns that Dongfang Jingyuan Electron Ltd. was using stolen IP to 
develop competing yield-enhancing products.99 

The United States and the EU should restrict or tax imports of Chinese technology 
that depend on stolen Western IP. The United States should reengage with the 
World Trade Organization to force structural change in China rather than rely solely 
on the brute force of sanctions.100

Increase Forced Labor Import Restrictions

A March 2020 Australian Strategic Policy Institute report identified 83 foreign and 
Chinese companies that directly or indirectly benefit from Uyghur forced labor.101 
The industries range from electronics to textiles to automobiles. The list is certainly 
not comprehensive.

In the electronics industry, Apple and other US companies have been implicated in 
forced labor in China. Seven Chinese suppliers have been accused of forced labor, 
ranging across the electronics supply chain.102 Policymakers and experts especially 
highlight electric vehicle battery103 and solar panel manufacturing.104

The United States and the EU should shift their focus to restricting imports of 
Chinese technology that has been sourced or manufactured with the use of forced 
labor. While recognizing that it is often difficult to identify production from forced 
labor, suspicious solar panels could be taxed based on existing international trade 
rules that prohibit unfair trading practices.

Increase Scrutiny of Chinese Acquisitions

Western countries have taken steps to examine acquisitions and investments 
by Chinese companies in critical industries. In the UK, chip company purchases 
are closely scrutinized. In the United States, the number of Chinese acquisitions 
reviewed by government regulators over security concerns has skyrocketed.105 

At the same time, the EU has continued to allow major deals to move forward, 
including a deal for a Chinese company to purchase a section of an important 
German port.106 Democratic countries, and the EU in particular, should take steps 
to ensure that adequate security oversight exists for foreign investment in critical 
industries, particularly from China.
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Target Chip Funding

The EU and US chips acts represent important steps to boost domestic production. 
They should focus on R&D for the next generation of semiconductors. Advanced 
imaging technology will be needed to develop the next generation of chips.107 New 
manufacturing equipment, currently built in only a select few locations, will become 
a critical part of controlling the next generation of the semiconductor supply chain. 
Money should not exclusively be poured into foundries, but also invested in finding 
new ways to improve supply chain security, such as integrating artificial intelligence 
into the semiconductor supply chain.108 

Avoid Protectionism and Hypocrisy

Unless rethought, US and European public funding of semiconductors could 
threaten a new transatlantic crisis. President Biden and von der Leyen are working 
to diffuse a monthslong spat over the US Inflation Reduction Act’s electric vehicle 
tax credits.109 Both the US Congress and the European Parliament could stand in 
the way of a solution.110 Under the US “Buy America” provisions, the CHIPS Act 
threatens a repeat of the Inflation Reduction Act fight.

Europe risks falling into a similar trap. 

While much of its public funding could go to US and Taiwanese companies to build 
foundries in Europe, the threat of imposing local manufacturing restrictions is driving 
these investments. 

US and European funds should not only focus on manufacturing chips. The Chinese 
army flooding into Taiwan is not the only threat, though it remains real. Instead, 
the United States and the EU should concentrate on building up their respective 
competitive advantages and synergies with leading-edge semiconductor process 
development. Together, that is the most effective way to meet the Chinese challenge 
and secure the semiconductor supply chain.

Christopher Cytera CEng MIET is a Non-resident senior fellow with the Digital 
Innovation Initiative at the Center for European Policy Analysis and a technology 
business executive with over 30 years of experience in semiconductors, electronics, 
communications, video, and imaging.

Alexander Wirth and Bill Echikson contributed research.
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Transatlantic Community Must Unite to 
Address AI Risks and Opportunities
By Ylli Bajraktari and Lauren Naniche

Artificial intelligence (AI) has come a long way since 1968 when science fiction 
imagined the “2001: A Space Odyssey” villain HAL 9000 computer uttering “I’m sorry 
Dave, I’m afraid I can’t do that.” Today’s chatbot ChatGPT explains complex concepts 
and generates intriguing ideas. AI is transforming our societies and economies. It 
powers personalized, precision medicine; gene therapy; vaccine discovery; drug 
design; and cancer screening. It is revolutionizing crop management.111 It reduces 
plastic waste. It is turning futuristic fusion energy into a reality.

The European Union has responded with a broad and sweeping legislative proposal 
to regulate AI.112 While the EU’s proposed AI Act represents a legitimate attempt to 
ensure that technology serves society well, European legislators are overlooking its 
potential security and strategic consequences.113

Nations that set the rules of the road for our global digital life will be the leaders 
in mastering AI. The Chinese Communist Party has made its ambitions clear: It 
wants to dominate emerging technologies, increasing the world’s dependence 
on China while reducing its own dependence on the outside world. Beijing is 
devoting enormous state resources to accomplish this objective.114 Democracies 
find themselves in competition with China over AI leadership, which will be one of 
the defining features of our global politics. 

What would a world dominated by Chinese technology look like? Our Special 
Competitive Studies Project report, “Mid-Decade Challenges to National 
Competitiveness,” offers a startling snapshot.115 China would control the global 
digital infrastructure, enjoy the dominant position in technology platforms, and 
harness biotechnology and new energy sources. AI is a key battleground that the 
transatlantic alliance cannot cede.

If leadership in AI and other technologies ultimately shapes the international order, 
will the future be one of shared beliefs and democratic values — especially with 
regard to individual privacy and free speech? Or will we face a future of state 
surveillance and control? We need to ensure democracies stay ahead to meet 
these challenges. The United States and the EU must come together rather than 
drift apart on AI.

Opposite Illustration: Two robots and an artificial intelligence learning model with the flags of the 
United States and European Union. Credit: Michael Newton/CEPA. 
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The EU’s Proposed AI Regulation Has Negative National 
Security Implications for Democracies’ Position in the 
Technology Competition.
Europe risks putting regulation and innovation on a collision course. Its proposed 
AI Act might be the next regulatory miss. “The road to regulation hell is paved with 
the EU’s good intentions,” says Oren Etzioni, the founding CEO of the Allen Institute 
for AI.116

The proposed AI Act is based on several assumptions: that it will spur the “right 
kind” of innovation because of legal certainty and increasing public trust in AI, that 
companies will be able to implement it, and that the European Commission will be 
able to enforce it. All three assumptions are misguided.

The EU has yet to demonstrate that its regulatory approach, one seeking to be all-
encompassing rather than adaptable, generates innovation. The EU’s regulatory 
history points in the opposite direction. Consider the landmark General Data 
Protection Regulation (GDPR). Held as a gold standard by many European legislators, 
the GDPR regulates first and works out the details later.117 Large, complex compliance 
requirements hurt European innovation, data shows.118 Small and medium-sized 
enterprises (SMEs) are hit hardest.

Compliance with the proposed AI Act will be difficult. Many requirements, especially 
in regard to the explainability of AI systems, risk being impossible to achieve.119 A 
timely example of this is ChatGPT; it is unclear how such large language models will 
fit in the EU’s AI Act risk framework or how the explainability requirements can apply 
to neural networks.120 By the time the proposed AI Act is finalized and enforced, one 
can only suspect that other new AI applications will run into the same issue. 

Purist thresholds entrenched in law for emerging technologies are detrimental. They 
thwart the use of exciting technologies on technicalities. We need to ask ourselves: 
Do we want to accelerate the use of cutting-edge AI applications or wait for greater 
AI explainability?

European legislators will struggle to make a broad piece of legislation such as the 
proposed AI Act “future-proof” or adapted to the fast-paced world of AI innovation.121 
The already wide gap between theory and practice will only increase over time and 
as technology evolves. Consider cookies. Europe’s ePrivacy Directive requires that 
almost every time a European opens a web page, or anyone opens a web page 
hosted in the EU, they are confronted with a request to accept or decline cookies.122 
This well-intentioned tool has turned into a time-consuming annoyance. Most users 
end up clicking “accept all” and sharing their data because it is faster to do so than 
to consider all their options.123

https://www.ibanet.org/article/A2AA6532-B5C0-4CCE-86F7-1EAA679ED532
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The proposed AI Act risks downplaying its impact on innovation and, by extension, on 
Europe’s ability to host the next technology breakthroughs. This has larger security 
implications, particularly since autocratic nations will face few similar restraints

Chinese social media platform TikTok offers a first example: An update to TikTok’s 
privacy policy allowed China-based employees to access European data, even if it 
did so “by way of methods that are recognized under the GDPR.”124 Greater security 
concerns eventually led the EU to require a complete ban of TikTok from their staff’s 
devices.125 Even the GDPR, arguably the strictest data privacy regulatory framework 
in the world, proved to have limits in enforcing the respect of European fundamental 
values on a Chinese platform. 

ChatGPT offers another striking example of the way values are inscribed in 
technology by way of innovation rather than regulation. This revolutionary tool has 
already raised concerns around bias in its answers.126 The EU will undoubtedly have 
a harder time regulating and aligning on values-related matters with a Chinese Ernie 
Bot than a US ChatGPT. 

This is not to discourage AI regulation. The United States offers no positive example 
of harmonized guardrails for AI. The United States falls on the end of the spectrum 
of dangerous laissez-faire. National security is tied to achieving and enforcing 
proper governance and cannot be overlooked.

Photo: Visit of Ursula von der Leyen, President of the European Commission, to the Vrije Universiteit 
Brussel. Credit: Jennifer Jacquemart/European Commission
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But the biggest security threat to democracies ultimately does not come from 
autocratic states generating their own AI regulations. Yes, China has been drafting 
laws to define how AI can be used in its own society.127 But there will not be a 
“Beijing Effect” on AI governance in the same way the EU is counting on a “Brussels 
Effect” out of the proposed AI Act.128

The fundamental threat to democracies is to fall behind in AI innovation. If we 
lag, we will not get to dictate how data and algorithms are developed and used. 
As the EU AI Act moves forward in the “trilogue” process between the European 
Commission, the European Council, and the European Parliament, lawmakers at the 
table have an opportunity to course-correct parts of the upcoming AI regulation. 
During these negotiations, they should strive to answer the following question: How 
do democratic societies stay ahead and use AI technologies for the betterment of 
our societies while staying true to our ideals?

Policy Recommendations: The Democratic Path Toward 
Tech Leadership

Promote pro-innovation, responsible governance.

Technology has become the organizing principle of the contest for the future of 
the global order. How we govern AI, and how we leverage AI to strengthen our 
economies and defenses represent important elements of the competition between 
democracies and autocracies. 

We have reached a point across the democratic world where we agree upon the 
basic principles of what AI should be allowed to do — and not allowed to do. The 
Organization for Economic Cooperation and Development (OECD) has developed 
global, high-level principles; the Hiroshima AI process announced at the last G7 
seeks to build off that work to expand on generative AI; the White House has 
also released a Blueprint for an AI Bill of Rights that captures the spirit of the EU’s 
proposed AI Act.129 Both sides of the Atlantic, and democratic partners beyond, 
recognize the legitimate concerns about privacy, bias, trust, and reliability that flow 
from poorly designed AI applications.130 As a dual-use technology, powerful, well-
designed AI systems can harm our societies without a proper set of guardrails.

When it comes to implementation and legislation, a perfect democratic alignment 
is unreasonable. Its absence should not be the basis for division. The United States 
and its allies were rarely in perfect alignment during the Cold War or post-Cold 
War on complicated issues involving tech, trade, and governance. But this did not 
forestall strategic alignment or deep economic ties.

https://scsp222.substack.com/p/scsp222?s=r
https://oecd.ai/en/ai-principles
https://www.whitehouse.gov/ostp/ai-bill-of-rights/
https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-world/
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Both sides must recognize not only the need for AI regulation, but also the dire need 
for democratic AI innovation. There is a balance to strike between the two. We must 
build and use AI systems safely, responsibly, and ethically. As well, time and again, 
with shorter and shorter time between discoveries, we are witnessing examples of 
AI breakthroughs in areas critical to our health and well-being. AI’s shortcomings 
should not prevent us from pursuing the opportunities and the progress AI holds. 
Our approach to AI governance should focus on competitiveness, harnessing the 
new geometry of innovation, and it should put at its core the strategic stakes of 
the global tech competition. We welcome initiatives such as the Voluntary AI Code 
of Conduct for Businesses, proposed by Commission Executive Vice-President 
Vestager and to be developed jointly with the United States.131 Self-regulatory 
frameworks allow for more iterative and nimble AI guardrails.

The private sector represents an invaluable partner. When Russia invaded Ukraine in 
February 2022, the tech sector stepped up — providing cyber defenses to safeguard 
Ukraine’s infrastructure, mobilizing cloud services to store Ukrainians’ data, and 
keeping Ukrainians connected to the web.132 As we develop our governance model, 
we cannot overlook the role of our private sector in supporting democracy.

Do not let the trade tree distract us from the national security forest.

While a timely and necessary transatlantic forum, the US-EU Trade and Technology 
Council (TTC) has yielded modest deliverables on AI.133 Last December’s TTC meeting 
rendered a new joint AI road map, which helpfully begins to chart a course on joint 

Photo: Chat GPT illustration displayed on smartphone. Credit: Mojahid Mottakin/Unsplash
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standards.134 However, progress in the meeting was overshadowed by conversations 
surrounding the US Inflation Reduction Act, which subsidizes domestic production 
of electric vehicles against European imports.135 The fourth TTC iteration in May 
offered little advances on these issues. The work of the transatlantic alliance on 
tech and joint strategic objectives has been hampered by economic competition 
and tensions.

Democracies must marshal the resources and diplomatic will to collectively build the 
digital apps, software, and platforms that support everyday governance, commerce, 
and life. Concretely, this requires government-supported investment in global digital 
ecosystem projects. It means aligning on maintaining standards based on technical, 
not political, criteria. Human rights-abusing regimes should not get to benefit from 
technologies designed and built in our free societies.

Diplomatically, democracies need to build a new “DemTech alliance” to address the 
opportunities and risks we face in this new competition. We need a novel alliance 

Photo: Margrethe Vestager, Executive Vice-President of the European Commission, speaks on 
fostering a European approach to Artificial Intelligence. Credit: Aurore Martignoni/European 
Commission.
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framework to outpace our dated legacy institutions.136 We should invest in our 
collective comparative advantages for technologies such as AI but also 5G and 
chips and build our strategic partnerships to keep control of the digital infrastructure 
of the future. 

After Russia’s invasion of Ukraine, it is clearer than ever that the AI partnership must 
include a strong security dimension. We need European AI companies supporting 
European security initiatives, working with US companies undertaking similar work.

The strategic landscape has changed, and so should the 
balance between partnerships and competition. 
The rising power and ambition of authoritarian regimes to harness AI and other 
technologies of the future present a common threat. If we fall behind autocratic 
states in AI development, it will be bad for our collective security, companies, and 
economies.

The transatlantic alliance should spend more time on cultivating our rich ecosystems 
of universities, companies, and innovators, rather than belaboring the risks of 
innovation. We need to shift our mindsets toward an optimistic view of AI and look 
forward to harnessing its benefits, rather than automatically hitting the regulation 
button. How can we unlock data for the good of society while upholding our values? 
How can we encourage AI researchers to solve our big societal problems? How can 
we get more of the youth excited about studying to become AI engineers?

The best way for us to engrave our democratic values in technology, and enforce 
regulatory frameworks that support them over time, is to be innovation leaders. It is 
time for Europe, hand in hand with the United States and other democratic allies, to 
lead the way again in these groundbreaking technologies.
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Export Controls — The Keys to Forging 
a Transatlantic Tech Shield
By Matthew Eitel

The United States (US) and the European Union (EU) agree that export controls are 
a key weapon in the arsenal against authoritarianism. In response to Russia’s full-
scale invasion of Ukraine, the allies coordinated a comprehensive ban on selling 
Moscow a variety of dual-use technologies — hardware or software with both 
civilian and military applications — such as semiconductors and telecommunications 
equipment.137 They also align on placing export controls in a central role to “de-risk” 
supply chains and counter economic coercion from China.138

Yet, the differing governance structures of the allies remain a key obstacle. The 
US benefits from a strong federal executive branch, which can impose financial 
sanctions and export controls quickly and unilaterally. Some US export controls 
are effective upon release.139 The EU, on the other hand, can only act after forging 
consensus among its member states. Member states, who view export controls 
as a national security competency, often sideline the Brussels-based European 
Commission when creating national level controls. It takes about a year to update 
the EU’s export control list.140 

EU and US political priorities also differ. The US now places national security 
concerns at the center of its international economic agenda, willing to sacrifice 
trade in the name of protecting US security interests.141 The EU has hardened its 
view of economic engagement with China, but key member states remain skeptical 
of the trade-offs required to align their approach with that of the US.142 

Future transatlantic coordination on the rationale and implementation of export 
controls will require reflection and reform. Washington must remain careful 
about unilateral action. It must avoid applying too many extraterritorial controls 
and coercing allies to align their regulations. Europe must update its fragmented 
export control regime and form a consensus on a strategic approach to technology 
transfers to China.

Washington Sounds the Alarm and Seeks to “Lead from 
the Front”
In the late 1940s, the United States began to use export controls as a national security 
tool in response to mounting tensions with the Soviet Union. The US Congress 
codified national security and foreign policy considerations as a valid rationale 

Opposite Illustration: Export shipping containers and commercial electronics with dual use 
semiconductor microchips. Credit: Michael Newton/Center for European Policy Analysis
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for imposing sanctions.143 After World War II, NATO members and Japan began 
coordinating on multilateral export controls to “affect the economic development 
of the Soviet Union” and restrict its access to sensitive technology and military 
equipment.144 

A fear of rising authoritarian power continues to motivate US export control policies. 
In 2015, China announced its flagship industrial policy plan dubbed “Made in China 
2025.”145 It articulated an ambition to dominate global supply chains in strategic 
sectors such as “new advanced information technology” and “new materials.”146 The 
plans alarmed Washington policymakers. They view the “Made in China” ambitions 
as a threat to US leadership in technological innovation. In response, Washington 
pushed to revitalize the laws that govern the US export controls.

In 2018, Congress passed the Export Control Reform Act mandating the identification 
of “emerging and foundational” technologies that required export restrictions as a 
matter “essential to the national security of the US.”147 The Bureau of Industry and 
Security, housed in the US Commerce Department, won the authority to identify 
the technologies that warrant export controls, alongside the US Departments of 
Defense, Energy, and State.

At the same time, the administration of former US President Donald J. Trump 
launched efforts to curtail Chinese telecommunications firm Huawei’s access to US 
technology. In 2019, the US labelled Huawei a grave national security threat and 
added the firm and 68 of its non-US affiliates to the Entity List.148 All non-licensed 
“exports, reexports, and transfers” to Huawei from US companies were banned.149 

However, since Huawei continued to acquire restricted tech from non-US firms, 
Washington introduced an expansive new regulation to address this weakness.150 
The “Entity List foreign direct product rule” represented a substantial shift to reliance 
on extraterritorial authority on foreign-produced tech transfers in US export control 
policy.151 By August 2020, the rule subjected any foreign-produced item using US 
inputs that could eventually be “produced, purchased, or ordered” by Huawei or its 
non-US affiliates to US export restrictions.152 

Although the use of extraterritorial rules is not new, the expansion of this tool given 
the prevalence of US technology in global supply chains has generated tensions 
on both sides of the Atlantic. Transatlantic tech trade associations complained that 
“extraterritorial application of US export controls creates regulatory burdens on 
European stakeholders and discourages European entities from collaborating with 
US counterparts, creating incentives to avoid US technology or, in some cases, hire 
US persons.”153
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The onset of Russia’s renewed aggression against Ukraine in early 2022 forced 
Washington and Brussels to address tensions over extraterritoriality. Departing from 
the Trump administration’s approach to Huawei-related controls, the administration 
of US President Joseph R. Biden, Jr. offered exemptions from foreign direct product 
rules to European allies who joined the Russia/Belarus controls regime.154 The 
exemptions incentivized cooperation and reduced the danger that European firms 
would not use US inputs or switch to non-US suppliers.155

The Biden administration has proved more aggressive in countering China’s tech 
ambitions than its predecessor. US intelligence perceives Beijing as a “near-peer” 
strategic threat, asserting that China is “the only competitor with both the intent 
to reshape the international order and, increasingly, the economic, diplomatic, 
military, and technological power to do it.”156 The US no longer aims to stay only 
“a couple generations ahead” of China in key technological industries, says US 
National Security Advisor Jake Sullivan.157 The goal is to “maintain as large of a lead 
as possible” by pursuing a  “small yard, high fence” approach to limiting to China’s 
ability to “exploit American and allied technologies.”158

Photo: Employees of the Infineon chip group stand in the clean room of the chip factory. Infineon 
breaks ground for the new Smart Power Fab in Dresden on May 2, 2023. Credit: Robert Michael/dpa/
Alamy Live News
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To achieve this ambitious goal, the Biden administration has ratcheted up pressure. 
On October 7, 2022, the US Commerce Department introduced new export controls 
aimed at stunting China’s ability to manufacture and purchase semiconductors 
and chip manufacturing equipment above a certain performance threshold.159 
China’s technological advancement is now deemed a national security risk by the 
Biden administration, which asserts that it is impossible to distinguish between 
China’s military and non-military uses of many critical technologies.160 The US is 
looking to close loopholes in the October controls with restrictions on Chinese 
companies’ access to US cloud-computing services.161 Updates could also expand 
US extraterritorial jurisdiction by lowering the threshold needed for the controls to 
apply to foreign equipment.162  

The new export controls strategy has caused consternation, both inside and 
outside the US. Critics define it as “decoupling” and “an act of [economic] war,” 
worrying that it could hurt Americans and Europeans as much or more than China.163 
The Biden administration has toned down the rhetoric of its security-at-any-cost 
strategy. In an April speech, US Treasury Secretary Janet Yellen emphasized that 
US export controls are “motivated solely by our concerns about our security and 
values,” and not to “gain competitive economic advantage.”164 Sullivan echoed the 
softer tone in a similar speech saying that US export controls are “narrowly focused 
on technology that could tilt the military balance.”165

However, the core of the “Sullivan Doctrine” animating US export controls remains 
intact. As US Undersecretary of Commerce for Industry and Security Alan Estevez 
stated when describing the rationale for the October controls, the US will “not 
balance trade with national security.”166 

Most of Europe disagrees.

European Attitudes Are Changing — But Skepticism 
Persists
The European Union began as a commitment to free trade and an aversion to 
power politics.167 During the Cold War, EU member states each formulated their own 
export control policies. National security remained a national prerogative, outside 
the scope of the Common Market.

This is changing. European leaders understand the need to reinforce their ability 
to impose export controls. After nearly six years of negotiations, they adopted a 
new export control regime in 2021.168 It reformed controls on dual-use technologies, 
harmonized licensing procedures across EU member states, and established regular 
communication channels between national and European Commission officials. The 
new regulations also crack down on the export of surveillance products that pose 
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serious risks of a “violation of human rights, democratic principles or the freedom 
of expression.”169  

Despite this reform, the EU’s capacity to control exports remains limited. The 
final 2021 regulation reflects scaled-down ambitions compared with the original 
European Commission proposal.170 The Commission cannot order EU-wide 
sanctions. It only is allowed to help member states coordinate their policies and 
to maintain permanent EU-wide lists of restricted exports. The EU’s Foreign Affairs 
chief proposes sanctions but needs the unanimous consent of the 27 to impose 
them.171 Any single EU member state can delay or dilute new controls and sanctions 
in response to Russia’s aggression.172

European concerns about China are intensifying, driving a new push to reform the 
EU’s export controls policies. The EU has traditionally held a dovish view of China. 
In 2019, the Commission defined relations with China as a negotiating partner, an 
economic competitor, and a systemic rival simultaneously, without committing to 
any of the three definitions.173 Josep Borrell, High Representative of the EU for 
Foreign Affairs and Security Policy, seeks to recalibrate EU relations with China in a 
“clear-eyed but not confrontational” manner that relies on “a more effective export 
control system (and) the control of inbound (and outbound) investment.”174 

The EU is seeking expanded legal powers to match this hardened view. An 
upcoming “anti-coercion instrument” aims to bolster the bloc’s ability to hit back at 
China following a trade dispute driven by Lithuania’s recognition of Taiwan.175 The 
new “European Economic Security Strategy” calls for updates to the EU’s dual-use 
export controls to support European Commission President Ursula von der Leyen’s 
push to “de-risk” European supply chains from China.176

Despite growing alignment with the US and calls for reform, significant challenges 
remain. Many Europeans did not view China as a security risk. The populations 
of all but four EU member states view China as an “ally” or “necessary partner.”177 
Europe’s economies remain dependent on China; Ireland is the only EU member 
state that can boast a trade surplus with China.178 German Chancellor Olaf Scholz 
downplayed the importance of Germany’s new China strategy, which stopped short 
of endorsing aggressive controls on advanced tech.179 France, Germany, Italy, and 
the Netherlands have expressed concerns that President von der Leyen’s “de-
risking” strategy will encroach on member states’ ability to set national security 
policies.180

US willingness to use extraterritorial application of its export controls as leverage is 
also a key obstacle. Dutch company ASML has become the symbol of this struggle.181 
It is the world’s only manufacturer of extreme ultraviolet lithography systems, a 
type of semiconductor equipment used to produce advanced chips.182 In 2018 and 
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2019, the Dutch government resisted US pressure before finally accepting a ban on 
certain ASML exports to Chinese chips manufacturer SMIC.183

The US, Netherlands, and Japan engaged in a similar diplomatic dance after the 
US October 2022 controls. The rules introduced novel restrictions on how US 
corporations — and individual US citizens — can assist Chinese chipmakers, as well 
as what types of US inputs warrant an export license for non-US-origin items shipped 
by non-US firms.184 The long-term viability of these controls required semiconductor 
powerhouses Japan and the Netherlands to impose similar restrictions.

Despite initial skepticism, Japan and the Netherlands agreed in January to 
a confidential deal to impose similar controls.185 Dutch Trade Minister Liesje 
Schreinemacher announced the “additional national export control measures” — 
echoing central tenets of Sullivan’s strategy — in March and published the new 
controls in late June.186 Japan followed suit, announcing that aligning its high tech 
export controls with those of the US and Netherlands “[fulfills Japan’s] responsibility 
as a technological nation to contribute to international peace and stability.”187

A New Venue
Another challenge to transatlantic tech reconciliation is the lack of agreement on 
the best way to coordinate future controls. 

Nations traditionally use multilateral export control regimes to agree on common 
export restrictions. Member countries meet regularly, draw up a list of technologies 
and goods to control, and implement the restrictions at the national level. Four of 
these voluntary, non-binding groups are active: the Nuclear Suppliers Group, the 

Photo: Shipping containers at a port facility. Credit: Chuttersnap/Unsplash
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Missile Technology Control Regime, the Australia Group (for chemical and biological 
weapons), and the Wassenaar Arrangement (for conventional weapons and 
associated dual-use technologies). Most of the items and technologies included 
on EU export control lists were agreed upon under the rules of one of these four 
groups.188 

However, skepticism is rising about the relevance of these multilateral regimes.189 
They focus on limiting conventional weapons or weapons of mass destruction 
rather than broader objectives such as containing another country’s technological 
rise.190 Decisions require consensus among a large and diverse membership. The 
Wassenaar Arrangement has 42 members, including Russia.

These limitations have led to proposals to create a new forum restricted to advanced 
democratic countries and designed to deal with dual-use technology exports to 
China. After the relative success of democratic coordination against Russia, such a 
new multilateral group could be effective in imposing “export controls to achieve 
objectives beyond nonproliferation.”191 

Success is far from assured. The EU remains hesitant to use multilateral forums like 
the EU-US Trade and Technology Council (TTC) to target China.192 Many European 
firms remain suspicious of US companies unfairly benefitting from expansive US 
controls, although US firms like Micron and NVIDIA are facing steep costs and lost 
opportunities.193 European fears of US tech dominance breed worries of export 
controls threatening the Commission’s quest for technological sovereignty.194 To 
some, the US is simply acting “without seriously consulting its European allies” 
and its drive to “[maintain] US tech dominance…runs headlong into European 
concerns.”195 

Perverse Incentives and Unintended Consequences
In the late 1990s, the US restricted exports of satellite technologies.196 At the time, 
US companies generated over 60% of global revenue for the satellite industry. By 
2005, that number dropped to 41% with US satellite firms losing more than $500 
million annually. The ability of the US satellite industry to lead global innovation was 
hamstrung while China and other nations found alternative suppliers.  

This cautionary tale underlines important lessons. Over time, export controls can 
undermine national security interests, though designed to strengthen them.197 

US export controls are only as strong as the world’s dependency on US equipment, 
software, and knowledge. That dependency is not a given. Strict, unilateral controls 
create incentives to reduce the ability of the US to control the flow of advanced 
technology.198 They encourage competitors to develop US-free supply chains to 
evade US export controls and keep selling to China.
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Chinese firms are aggressively pursuing chip supply chains free of Western inputs, 
while Beijing is striking back with chip manufacturing controls of its own. Yangtze 
Memory Technologies Corp (YMTC) plans to use domestically sourced equipment 
for advanced flash memory products.199 Huawei filed patents for its own extreme 
ultraviolet technology in 2022, signaling that its lofty ambitions to catch up to ASML 
— but most Chinese semiconductor firms remain woefully short of Beijing’s lofty 
goals for chipmaking self-sufficiency.200 China’s restrictions on two key chipmaking 
metals could succumb to similar faults of US chip controls by accelerating Europe’s 
critical minerals “de-risking” efforts.201

Adversaries and allies alike are subject to the economic costs of US export controls. 
After an expedited cybersecurity review, Beijing banned Chinese infrastructure 
operators from using products made by US chipmaker Micron Technology in 
Chinese infrastructure.202 The US urged Seoul to dissuade South Korean chipmakers 
Samsung Electronics and SK Hynix from cashing in when Micron lost access 
to upwards of $7.7 billion in annual revenue.203 Washington possesses strong 
leverage. The US Commerce Department granted, and recently extended, a one-
year exemption from the October 2022 controls to Korean firms who produce 40 
percent of their memory chip inventory in China.204 This dynamic demonstrates that 
diplomatic pressures from export controls cut both ways. Allies can force carve-outs 
in US policies that could weaken their impact over time, while also acquiescing to 
certain US requests.205 

China’s chip self-sufficiency push and the Micron ban illustrate the need for 
transatlantic alignment on tech export controls regimes. Multilateral implementation 
of controls can greatly reduce the perverse incentives of unilateral restrictions. The 
US must shift to a strategy of incentivizing rather than coercing allies to join these 
regimes. Brussels must make the case to member states that strengthened EU 
export control rules can increase national security as a necessary component of 
“de-risking” the continent’s supply chains. 

The US and the EU share a common interest in ensuring China does not take 
advantage of Western technology to strengthen its military and commit human rights 
abuses. The allies must adapt their approaches to export controls to bolster their 
competitive advantages and exploit chokepoints in advanced tech supply chains. 
Forging a transatlantic tech shield requires a new, united vision for export controls 
and enacting the reforms necessary to make it a reality.
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Policy Recommendations
Leverage the EU-US Trade and Technology Council (TTC) to align on the rationale 
for China-focused export controls: Previous EU-US TTC joint statements expressed 
“shared concerns” that the “civil-military fusion policies of certain actors undermine 
security interests” but stop short of naming China or citing the concern as a reason 
to impose controls.206 Building on the G7’s Hiroshima Leaders’ Communiqué, the 
fifth TTC joint statement should explicitly endorse preventing the exploitation of 
advanced US-EU tech as a legitimate rationale for dual-use export controls.

Improve European export control governance: the European Union should consider 
proposals to develop a new joint risk framework for bloc-wide export controls and 
uplift the Dutch government’s definition of “public security.”207 The EU should also 
follow through on a recent draft recommendation of a parliamentary committee to 
set up a “dedicated European Export Control Agency” to oversee dual-use export 
controls.208

Address the implications of extraterritorial controls for advanced tech supply 
chains: Recent US export controls create perverse incentives for adversaries — and 
allies — to reduce their reliance on US tech, potentially threatening the controls’ 
long-term effectiveness and weakening US leverage on China.209 Congress should 
mandate the US Bureau of Industry and Security produce a report evaluating how 
foreign direct product rules affect the presence of US inputs in semiconductor 
supply chains. 

Broaden the discussion and think long term: Europe and the US should expand 
efforts to work with a wider array of democratic allies, including Japan, South Korea, 
and Taiwan, when aligning on export controls policy. Together, they should monitor 
the emergence of new technologies, map key supply chain chokepoints and 
dependencies, and assess the capabilities of selected countries.210 This will help 
build consensus and foster common threat perceptions, with a view to launching 
further initiatives, including a new multilateral export controls regime to deal with 
non-traditional security concerns. 
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