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•	 During the COVID-19 pandemic, the Chinese Communist Party (CCP) spread 
disinformation about the efficacy of vaccines and the virus’s origins, a shift from 
Beijing’s previous disinformation campaigns, which had a narrower focus on 
China-specific issues such as Tibet, Hong Kong, and Taiwan. 

•	 Most of Beijing’s COVID-19 narratives aimed at shaping perceptions of China’s 
response to the pandemic and only rarely targeted other countries specifically.

•	 Russia recycled previous narratives and exacerbated tensions in Western 
society while attempting some propaganda about Russian scientific prowess.

•	 The Kremlin and the CCP learned from each other. While limited evidence exists 
of explicit cooperation, instances of narrative overlap and circular amplification 
of disinformation show that China is following a Russian playbook with Chinese 
characteristics.  Russia is simultaneously learning from the Chinese approach.

•	 The largest difference between China’s and Russia’s information warfare tactics 
remains China’s insistence on narrative consistency, compared with Russia’s 
firehose of falsehoods strategy.1 Even with substantially greater resources, this 
largely prevents Chinese narratives from swaying public opinion or polarizing 
societies.

•	 The two authoritarian countries’ information operations have evolved over the 
last 18 months and will continue to do so with the spread of variants, vaccines, 
and inquiries into the virus’s origins.

Executive Summary
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The public health and economic catastrophe of the COVID-19 pandemic has also 
become a battle about the nature of truth itself. From the emergence of the first 
reports of a virus in Wuhan, China, in December 2019, opportunistic leaders in China, 
Russia, and elsewhere have used the virus as an excuse to further erode democracy 
and wage information warfare. They have inundated an already polluted information 
environment with disinformation and propaganda about the virus’s origins and 
cures, and, most recently, vaccines. Russia largely followed its preexisting playbook 
of using crises to inflame tensions in foreign societies. China borrowed some tools 
from Russia but used them for different ends, sanitizing its own record and spreading 
conspiracy theories on a global scale. Little evidence suggests explicit cooperation 
despite some instances of narrative overlap and circular amplification between the 
two actors. Significant differences remain in Beijing’s and Moscow’s strategies and 
tactics in the information environment. 

Introduction
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Building off of Information Bedlam,2 CEPA’s overview of academic and think tank 
literature written on Russian and Chinese information operations (IOs) during 
COVID-19, CEPA’s researchers collected and analyzed original data to complement 
research conducted by other think tanks and academic institutions.3 CEPA collected 
English-language website articles and social media messaging from Russian and 
Chinese government officials and state-backed media from March 2020 through 
March 2021. By determining rhetoric choices and the prioritization of narratives 
throughout the 144,000-piece database, we were able to isolate and analyze the 
unique tactics that Russia and China used to advance their information operations 
across the transatlantic space throughout the COVID-19 pandemic.

Lessons Learned
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As the world experiences vaccinations and coronavirus variants at different rates, 
Russian and Chinese COVID-19 information operation (IO) narratives and tactics 
continue to evolve. Alongside the evolution of IOs in 2021, CEPA’s data largely 
support the conclusions reached in Information Bedlam: The CCP deployed more 
destructive and conspiratorial narratives than in its previous approach to the 
information space, while Russia recycled previous narratives and didn’t substantially 
change its approach from previous crises. Yet the data also raise new questions and 
prompt a reexamination of the extent to which China is following Russia’s playbook 
in the information environment. 
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Since our last report examining the COVID-19 IO literature in March 2021, Russian and 
Chinese IOs have continued to evolve. Russia has innovated in spreading vaccine 
disinformation throughout Europe. In May 2021, social media influencers in France 
and Germany reported that a London-based group controlled from Moscow offered 
to pay them to spread disinformation about the Pfizer vaccine.4 As vaccination 
campaigns in the US and UK increasingly encounter problems with demand instead 
of supply, Russia’s misleading vaccine reporting may prove more successful.5 
Vaccine disinformation will also present serious challenges in developing countries 
where citizens already do not trust the West and where Russia and China often have 
large media presences.6 Since the Biden administration asked the US intelligence 
community to provide a more conclusive report on the possibility that COVID-19 
leaked from a Wuhan lab, the CCP has stepped up its efforts to spread conspiracies 
about the virus’s origins, including recirculating disinformation from early in the 
pandemic about Fort Detrick, a US military lab.7

M Y T H  # 3

F A C T

    MYTHBUSTERS

China’s COVID-19 IO tactics were not part of a comprehensive strategy 
destined for success. A random assortment of Chinese ambassadors 
tweeted about COVID-19, and their aggressive Wolf Warrior diplomacy 
was likely a net negative for public opinion towards China.
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In 2020, while China aggressively defended its response to COVID-19 and criticized 
Western efforts to combat the virus, its narratives remained mostly positive, kept 
China at the center of attention, and showed remarkable consistency between 
state-backed outlets and diplomats. Even though Zhao Lijian, the spokesperson 
for China’s foreign ministry, and others aggressively circulated disinformation on 
COVID-19’s origins and Western vaccines, the transatlantic policy and research 
community focused more attention on China’s destructive disinformation than 
the data suggest is warranted.8 This is not surprising considering the increasing 
bipartisan and transatlantic consensus on the need to counter Chinese influence in 
the information environment and, depending on one’s definition of disinformation, 
the shock of Chinese disinformation spreading globally for the first time during an 
international crisis. 

While some policymakers are worried about Sino-Russian convergence in the 
information environment, this will be challenging because China insists on narrative 
consistency, while Russia opens a firehose of falsehoods.9 State-owned Russian 
media contradicted not only one another on COVID-19 narratives but also official 
Russian sources like the foreign ministry. Even though official government sources 
largely stayed clear of promoting disinformation on the virus’s origins, vaccines, 
or other COVID-19 topics, the broader pro-Kremlin information ecosystem showed 
no such restraint.10 The rigidity of the CCP’s control over the Chinese information 
environment ensures that disinformation and propaganda from state media will 
differ little from that spouted by government officials. Though this gives the CCP 
more control over its COVID-19 messaging, it also means the Chinese are much less 
successful than the Russians at targeting content to specific audiences, even with 
substantially more resources. 

China’s COVID-19 information operations are a significant threat, but research and 
policy responses should be prioritized efficiently, and researchers should be clear 
about their definition of disinformation as opposed to broader IOs. For the purposes 
of this paper, CEPA defines disinformation as narratives purposefully meant to 
mislead and only partially based on the truth. While propaganda and other IO tools 
are polarizing, disruptive, and spread to support state interests, they require a 
different response than messages more akin to conspiracy theories than biased 
versions of the truth. This paper examines both disinformation and propaganda as 
important tools of IOs spread to support Chinese and Russian interests during the 
pandemic. 

Note on Terminology
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China
During the pandemic, China emerged with much more assertive IOs around COVID-19 
than previous campaigns. Contrary to popular belief, China’s top messages remained 
relatively positive and focused on its response to the virus. This corroborates 
research from the German Marshall Fund that found that in 2020, half of English-
language Chinese state media reporting from two popular YouTube channels was 
about China, while only 5% of Russian English-language state media reporting 
focused on Russia (also from two popular YouTube channels).11 Nonetheless, China’s 
strategy is starting to shift. While still keeping China at the center of its narratives, 
the fourth-most-popular narrative from Chinese sources focused on the Western 
response to the virus and Western blame of China, especially from the US. Though 
still largely avoiding disinformation, China’s destructive and critical narratives about 
other countries were a departure from its pre-COVID toolkit and a step closer to the 
Russian playbook.12

China’s ability to effectively respond to COVID-19
At the start of 2020, the CCP’s messaging focused mostly on China and portrayed 
the country’s fight against COVID-19 in a positive light. When the world’s attention 
centered on China in January and February 2020, the CCP spread overwhelmingly 
positive narratives with the goal of making the world feel sympathy for the country 
suffering from the disease. As the virus began spreading widely beyond China in 
March 2020, Chinese narratives shifted to focusing on China’s donation of masks 
and supplies to other countries. Keywords included “supplies,” “assistance,” “aid,” 
“assist,” and “deliver.” The CCP sought to tell a story that China had defeated the virus 
at home and was now helping other countries do the same. In Information Bedlam, 
CEPA found that as early as February 12, 2020, Chinese state media had dropped 
any mention of Wuhan when talking about the virus’s origins.13 The CCP was already 
planning for a years-long effort to discredit the international scientific consensus 
that the virus began in Wuhan in late 2019. Beyond this piece of disinformation, the 
CCP wanted the world to view China as part of the solution instead of the cause of 
COVID-19. 

China’s assistance to other countries
When Chinese COVID-19 narratives began focusing on China’s assistance to other 
countries, certain regions took priority, showing China’s use of the pandemic for 
geopolitical ends. Under Xi Jinping, China has increasingly sought a leading role 
in the global south, and the pandemic was no exception.14 When amplifying the 
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propaganda that China was helping the world respond to COVID-19, it was no 
coincidence that South Africa and Ethiopia were prioritized as keywords. 

Chinese state media outlets, including newswire Xinhua, have signed content 
sharing agreements with news outlets in many African countries.15 Africans with 
internet service have played a significant role in making CGTN, Xinhua, China Daily, 
People’s Daily, and Global Times the four most followed news pages on Facebook.16 
It is often cheaper for Africans to access Xinhua than Western newswires. Xinhua 
may be less sensational and conspiratorial than the state-backed nationalist tabloid 
Global Times, or Russian outlets like RT and Sputnik, but it frequently leaves 
out important context on stories ranging from COVID-19 to the Belarusian plane 
hijacking.17 

While Russia tailors existing brands or creates new ones to cater to specific 
audiences in target countries, Chinese brands’ offerings are largely a reflection of 
their history within China. Xinhua serves as a newswire akin to The Associated 
Press or Reuters, and People’s Daily and China Daily serve as party mouthpieces, 

Photo: A man wearing a protective mask passes by a billboard depicting Chinese President Xi Jinping as the 
spread of the coronavirus disease (COVID-19) continues in Belgrade, Serbia, April 1, 2020. The text on the 
billboard reads «Thanks, brother Xi». Picture taken April 1, 2020. Credit: REUTERS/Djordje Kojadinovic
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Global Times serves as a tabloid while broadcaster CGTN mostly offers the same 
messaging as People’s Daily and China Daily but in video form. For each, the only 
receptive audience will be ones already supportive of the CCP, a vanishingly small 
market. While Chinese production of content outpaces Russia’s, engagement lags 
far behind.

Criticizing the West for blaming China
By highlighting its own assistance to Africa, China could paint the Western response 
as self-centered and deliberately neglectful of suffering across the developing 
world. Own goals by the West helped, such as when French scientists suggested 
that vaccines should be tested in Africa.18 Nonetheless, China’s top COVID-19 
narrative that largely used negative rhetoric focused on Western blame of China 
instead of the West’s domestic and international response to the virus. This once 
again showed China’s eagerness to put itself at the center of its narratives and 
its frantic mission to control information about the virus’s origins and China’s poor 
initial containment efforts. Keywords included “claim,” “accuse,” “blame,” “attack,” 
and “rumor.” China’s wolf warrior diplomats went out of their way to criticize any 
country that dared to question China’s transparency. China even started imposing 
curbs on some Australian imports after Prime Minister Scott Morrison called for an 
independent investigation into the virus’s origins.19 China continues to reject any 
Western blame for its handling of the virus, including renewed attention in May 2021 
to the lab-leak theory.20

China’s coverage of the West during COVID-19 was not limited to criticizing Western 
blame of China. There was significant discussion of deaths from COVID-19 in other 
countries, most notably Brazil, Italy, Spain, Germany, and the United States. China 
wanted to show the West’s failure to contain the virus, especially once China had 
largely brought the virus under control at home. At the same time, China’s coverage 
of lockdowns and the economic impact from COVID-19 was expressed with slightly 
more positive sentiment than Russia. Considering early Western criticism of China 
for its harsh lockdown, China largely avoided denunciations of Western lockdowns. 
This is in sharp contrast to the incredibly hypocritical Russian media, which regularly 
criticized the West for taking the same actions as the Russian government while  
playing up internal divisions around Western culture wars. 

Other narratives
While most of the CCP’s COVID-19 narratives were propaganda about China’s 
success in containing the virus compared with the West’s failures and criticism of 
China, the party still pushed significant disinformation about the virus’s origins. 
Since February 2020, the CCP has attempted to change the global narrative on 
the origins of the virus by taking words out of context from respected scientists in 
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Europe and the US, directing state-backed Chinese scientists to publish papers 
that put blame for the virus’s origins on other countries, and spreading Russian 
conspiracies about the virus coming from US military bioweapons labs.21 More 
recently, China has questioned the efficacy and safety of Western vaccines, even 
while its own vaccines have not prevented new outbreaks.22 Without targeting 
messages to specific left- and right-wing audiences, China has not been as critical 
of vaccines overall as Russia and in 2021 has prioritized messaging about Chinese-
produced vaccines.23 

CCP brings unparalleled resources and organization to combatting COVID-19
The most popular Chinese narrative was temporally concentrated at the start 
of the pandemic when China was still battling a massive domestic outbreak.
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Russian propaganda outlets followed “the golden rule of social media marketing” — 
80% of content should inform, delight, or entertain, and only 20% should reference 
the brand — and the most common category of content for Russian outlets publishing 
in English were simple updates on COVID-19 cases. This base of reliability allowed 
state media to draw in users for helpful updates, enabling the seamless insertion of 
content more supportive of Russian goals. With separate brands targeting right-wing 
and left-wing Anglophones, Russian media could amplify domestic extremists on its 
widely followed accounts across Twitter, YouTube, and, to a lesser extent, Facebook, 
aggravating pandemic-induced unrest. Beyond attacking the American response, 
Russian media and officials looked to portray Russia as a global humanitarian and 
scientific leader, offering medical relief to countries in need and far outstripping rivals 
in the race to a vaccine. Nonetheless, domestic disinformation in English-speaking 
countries often drowned out overt Russian propaganda on COVID-19. This might 
have reduced the direct impact of Russian IOs, but by seeking to amplify narratives 
that were already circulating in fringe political ecosystems, long-standing goals of 
Russian propaganda were achieved, including discrediting American institutions, 
sparking domestic turmoil, and undermining American democracy. 

Create a reliable base of trust on the facts
Russia’s most common COVID-19 content provided only updates on deaths and 
cases. Total counts and trends generally fell within the mainstream of estimates. 
Before exaggerating the pandemic’s severity to left-leaning audiences and 
understating the threat to right-leaning audiences, these narratives laid the 
foundation to distort and manipulate public opinion by creating a base of trust and 
establishing Russian outlets as a reliable source of information on COVID-19. This 
content had a negative sentiment, reflected in the prevalence of words like “death,” 
“infection,” and “hospitalizations,” and in line with an understandable and near-
universal portrayal of the pandemic spread as negative.

Use the established trust to promote extremist political 
messages 
The trust-building content reflects Russia’s sophisticated marketing approach, 
characterized not just by industry best practices but also by advanced audience 
segmentation. In both the United States and United Kingdom, all under one RT 
banner, RT possesses a right-wing brand (RT America, RT UK), mainstream brands 
with veteran commentators (Larry King, Alex Salmond), and a left-wing brand 
(Watching the Hawks, Going Underground). Russia has a unique ability to swing 
across the political spectrum from one show to the next. While the outlets create 

Russia
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the lion’s share of their own content, they have long given platforms to American 
extremists, from avowed fascists to dedicated communists, to amplify existing 
messages popular on the fringe. 

When lockdowns began in March 2020, RT’s conservative outlets portrayed the 
coming of a totalitarian state, declaring, “Americans won’t stand for it” and warning 
of “destructive mass protests” as “Western countries that forever preach about the 
authoritarian impulses of certain foreign states suddenly began to resemble the 
real autocrats.”24 In line with narratives already circulating in right-wing circles in 
the US and UK, one RT op-ed claimed lockdown-induced suicides to be a greater 
threat than the pandemic.25 For left-wing audiences, Watching the Hawks focused 
on corporate profiteering during the pandemic from Big Pharma, to rumors of 
landlords exchanging rent for sex from downtrodden tenants, to continued budget 
expansions for the US military.26

As the American response sputtered, RT highlighted the failings of mostly 
Democratic governors and gave minimal attention to the federal response. Even on 
left-wing outlets, criticism of then-President Trump’s response was muted, with the 
focus instead on the failings of the United States at large and inequities within the 
health system. Right-wing outlets used the many missteps in the American response 
to cast doubt on the competence of government responses generally and on the 
American health care system.

Raise doubt about Western vaccines, promote Sputnik V
The frequency of Russian reporting on COVID-19 case numbers followed broader 
trends, peaking in spring 2020 and subsiding as cases in the US receded. On June 
18, 2020, Russia began Phase I testing for its Sputnik V vaccine and on September 
4, Russia announced preliminary results that the vaccine was safe and effective. 
When an open letter in Lancet questioned the reliability of the Russian results, state 
media and officials went on the offensive. RT interviewed the scientists behind the 
vaccine; adopting left-wing criticism, one RT op-ed asked, “Are Western attacks on 
the Russian Covid-19 vaccine a corporate cold war against humanity?”27 RT then 
began casting doubt on the safety of Western vaccines, such as AstraZeneca.28 
While efforts to inspire trust in Sputnik V gained little traction with audiences and, 
with the vaccine unavailable to most Anglophone audiences, had little relevance, 
RT reported breathlessly on side effects from Western vaccines.29 Pfizer continues 
to receive a disproportionate share of negative coverage, likely because Russia 
views it as Sputnik’s main competitor.30 



Jabbed in the Back

15

Evidence of Sino-Russian coordination?
While the data analysis shows little evidence of direct coordination between Russia 
and China, the comparative success of China’s COVID-19 response proved a useful 
foil for Russia’s depiction of Western governments and media. One op-ed declared, 
“For it seems that locking down around 60 million people in China is tantamount 
to a gross human rights violation, while doing the same to 60 million Italians is a 
bold step forward.” An RT report amplified Chinese messaging that “Democracy 
has seen 500,000 US Covid deaths.”31 Russian reporting on China, while largely 
positive in its portrayal, for the most part fit into existing Russian campaigns rather 
than amounting to a directed attempt to improve China’s image. While Russia did 
not disparage Chinese vaccines, it also didn’t actively promote them, a sign that 
economic interests still trump circular amplification of propaganda.32

Photo: Entrance to the red zone at O.M. Filatov City Clinical Hospital No. 15 in Moscow during the COVID-19 
pandemic. Credit: Denis Grishkin, Press Service, Mayor and Government of Moscow, Mos.ru
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One of the biggest misconceptions of 2020 was that China’s IO tactics were 
increasingly converging with Russia’s. China spread disinformation on a global 
scale about the origins of the virus and mRNA vaccines, but most of its information 
operations continued to be biased propaganda with a large focus on China and 
global narratives about China. Russia’s diverse range of state-backed outlets spread 
fear among right-wing and left-wing audiences in Europe and North America about 
lockdowns and Big Pharma’s vaccine development. China’s approach was less 
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nimble, with limited attempts to spread narratives that targeted specific audiences 
in the West.

Data science techniques revealed Russian actors’ strong emphasis on sentiments 
more closely associated with fear, in contrast to their Chinese counterparts, who 
more frequently employed rhetoric associated with trust. This finding supports 
previous conclusions on how each actor approaches global information operations; 
while Chinese texts frequently present an internal focus on China’s success 
conveyed with trust-based rhetoric, the Russian approach tends to employ more 
fear-mongering tactics and center discussion around the failures of others. In line 
with China’s prioritization of propaganda over disinformation, sentiment analysis 
revealed that Chinese narratives were on average more objective than Russian 
narratives. 

Photo: A visitor stands near an image of Chinese President Xi Jinping during an exhibition on the fight against 
the coronavirus disease (COVID-19) outbreak, at Wuhan Parlor Convention Center that previously served as a 
makeshift hospital for COVID-19 patients in Wuhan, Hubei province, China December 31, 2020. Credit: REUTERS/
Tingshu Wang
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While Chinese IOs maintained remarkable consistency among state media, state-
backed tabloids like Global Times, and diplomats, the cadence of activity varied 
dramatically depending on the diplomatic post. In contrast to a coordinated Russian 
information-warfare strategy, most Chinese embassies in Europe remained relatively 
quiet about the virus. Exceptions to narrative consistency and relative silence 
tended to get the most attention, usually negative. For example, when foreign 
ministry spokesperson Zhao Lijian retweeted virus origin disinformation from a pro-
Kremlin outlet, at least a dozen Chinese embassies amplified the story along with 
coverage in several state media outlets.33 Certain wolf warriors were more assertive 
than typical Chinese narratives, including an unnamed Chinese diplomat in France 
who blamed the French for letting the elderly die in their nursing homes, yet there 
was little strategy behind this approach.34 Ambitious diplomats were likely fighting 
for career advancement instead of serving a broader purpose in China’s IOs. Most 
Chinese ambassadors act like more typical diplomats and some analysts believe 
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that Xi’s recent call for China to be loved and to speak more softly was effectively 
a call for diplomats to tone down their rhetoric in the face of potentially irreparable 
reputational damage.35 At the same time, Xi used provocative language during the 
CCP’s 100-year anniversary celebrations, potentially undermining any call to soften 
China’s diplomatic approach.36

While consistency makes it easier for the CCP to control its information space and 
speak with a unified message, it also undermines its IOs. Even with substantially 
more resources, by not differentiating its narratives for right- and left-wing audiences, 
Chinese propaganda fails to move Western public opinion in the way that Russian 
disinformation does, but China is increasingly adept across the developing world. 
With its firehose of falsehoods method, which encourages contradictions among 
channels and within them, Russia is more sophisticated at targeting Western 
Anglophone audiences. Through this approach, malign Russian narratives more 
easily enter political conversations across the West. Russia’s goal is to make people 
believe that the truth can never be known while providing convenient storylines 
that fit into people’s right-wing or left-wing worldviews. 

China on the other hand attempts to tell one story with full certainty, which is much 
less successful. One exception is Facebook, where China already owns the five 
most-followed news pages.37 China has also tried to gain prominence with a more 
traditionally left-wing audience through ideologically communist references to 
workers’ rights, but this ultimately falls flat because its promotion is primarily focused 
on the CCP. If China were to target left-wing groups without as clearly supporting 
the CCP, it could likely have more impact on its audience, which currently engages 
with Chinese content at abysmal rates. 

If China has a geographic strategy in the information environment, it is targeting 
“unclaimed” audiences, mostly in Africa. It remains to be seen whether this strategy 
can work, but it does help that Chinese and Russian vaccines were often the first 
to arrive in the developing world.38 Russia also has a strategy to focus its resources 
specifically on Latin America, Africa, and the Middle East.39 Analysis from Stanford 
showed that Russian media in these regions are often less conspiratorial and 
sometimes even critical of Russia, potentially to spread Russian influence while 
lending a veneer of credibility and independence to the media outlets that they 
lack among mainstream audiences across much of the West.40 This has proved 
relatively successful, with RT en Español’s Twitter engagements outpacing RT by a 
2:1 margin.41

One understudied aspect of Chinese and Russian COVID-19 narratives was their 
promotion of domestic scientific prowess. Sputnik V showed Russian scientific 
prowess and harkened back to the glory days of Soviet science. While many 
medical experts were shocked when Russia announced the initial success of 
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Sputnik V before advanced phases of clinical trials, subsequent trials have shown 
that the vaccine is relatively successful.42 China’s vaccines, on the other hand, have 
been less effective, with reports frequently surfacing about communities and entire 
regions being reinfected after receiving them.43 Though Russian messaging around 
domestic scientific prowess mostly focused on Sputnik V, early in the pandemic, a 
common Chinese narrative was that traditional Chinese medicine (TCM) could play 
a key role in defeating the virus. 

Photo: Irina Borovova, President of the Zdravstvui [Be Healthy] Interregional Association of Oncology Patients, 
visits the largest Russian COVID-19 vaccination site set up at the Gostiny Dvor Exhibition Centre, oncology 
patients also given injections. Credit: Anton Novoderezhkin/TASS.



Jabbed in the Back

21

Implications for Researchers  
and Policymakers
This research and data raise important questions and issues for policymakers across 
the transatlantic space. Countering malign information operations from Russia and 
China will require different policy responses in different places correlating to the 
diverse strategies from Moscow and Beijing. Russia is still better at spreading 
diverse narratives depending on the target country, but through authoritarian 
learning and impressive resources, China could copy this page from the Russian 
playbook. Measuring the impact of authoritarian influence operations is challenging, 
but Xi Jinping’s recent call for Chinese diplomats to set the “right tone” in diplomatic 
engagement could be a sign that the CCP is worried about overreach with its wolf 
warrior diplomacy.44 Western leaders should continue to call out unprofessional 
and aggressive diplomacy from Moscow and Beijing, which can help drive public 
opinion of their malign influence operations. Many questions remain, but through 
data analysis and extensive research of Russian and Chinese IOs, policymakers can 
get a stronger grasp of the extent of the challenge and best resources to confront 
authoritarian information warfare.

How do IOs differ across the US, Canada, and Europe?
•	 Chinese media outlets had largely consistent COVID-19 coverage throughout 

the West, though the country’s diplomats in certain countries, notably France, 
were more eager to engage in wolf warrior diplomacy than others. These 
were likely efforts by Chinese diplomats to advance their careers instead of a 
sophisticated strategy by China to place the most undiplomatic officials in key 
posts.45

•	 Beijing prioritized narratives that would resonate in Africa. The keyword “cold” 
was used 138 times in tweets over three months to amplify the message that 
China’s vaccines could be more easily used in the developing world than 
Western vaccines, which required advanced freezers.46

•	 Russian messaging was more nuanced throughout the West depending on 
political circumstances. Within certain countries, especially the US, Germany, 
and France, Russian narratives were consistently more negative toward left-
wing state-level leaders than those on the right. 
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Are Russian and Chinese information operations 
coordinated or diverging? If China isn’t following a 
Russian playbook, what playbook is it following?
•	 China has borrowed some aspects of the Russian playbook, but the CCP isn’t 

necessarily following it as closely as researchers believed at the start of the 
COVID-19 pandemic.47

•	 Beijing is pursuing global information operations with Chinese characteristics, 
including consistency across messengers, prioritization of narratives that 
resonate in the developing world, and a greater reliance on propaganda than 
disinformation. 

•	 Russia’s IOs remain more sophisticated and mature, with China still resorting to 
cheap amplification networks to manufacture consensus.48
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What are specific issue areas that should concern 
policymakers? Underexplored spaces that Russia and 
China are filling?
•	 Researchers have been concerned that China will emulate Russian information-

warfare tactics, but in many respects, authoritarian learning flows both ways and 
Russia is also learning from China. Like China, Russia is increasingly controlling 
the free flow of information, deepening media partnerships in the developing 
world, making “goodwill” donations, and spreading the narrative that Sputnik is 
a public good rather than a for-profit vaccine.

•	 Both countries are using visual content like memes and cartoons while also 
recruiting social media influencers to spread their toxic narratives. Content 
creators and sharers on TikTok and other platforms with millions of followers 
have worked or continue to work with Russian and Chinese state media. 

•	 While outside the scope of this paper, China is investing heavily in media in 
Francophone Africa, a region with few competitors and the potential for Chinese 
content to move public opinion.

•	 There is little evidence of explicit Sino-Russian coordination in the information 
environment, but talent sharing between state media is an underexplored threat. 
There also seems to be growing overlap in the influencers, commentators, and 
op-ed writers used by Russia and China.

What strategic goals have Russian and Chinese 
information operations fulfilled? How can we measure 
impact?
•	 Measuring impact of Russian and Chinese IOs is challenging, but at least in 

the developed world, the COVID-19 response from the two authoritarian actors 
failed to positively sway public opinion.49

•	 China has more resources than Russia, but its content gets substantially less 
engagement and has limited impact.

•	 Russian and Chinese IOs fit with their broader geopolitical goals. Russia seeks to 
destroy the global order to strengthen its relative power while China selectively 
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Methodology
undermines the West to increase its absolute power within the existing global 
order.

Data collection
The data in this study were collected from March 2020 to March 2021 from the 
websites and social media accounts of all large Russian and Chinese state-owned 
broadcasters, government sources, and embassies50 across the globe. Collected 
in the dataset are all English-language news articles and social media posts these 
accounts published during this time that contain one or more of the following terms: 
“COVID,” “corona,” “pandemic,” “lockdown,” or “quarantine.” Reflecting the total 
number of texts that fit these criteria, there are 144,207 documents in the dataset. 
Complementing the data is desk research incorporating outside sources, including 
primary sources from Russia and China, as well as CEPA’s findings from Information 
Bedlam.

Data preprocessing 
All texts were cleaned of stopwords –– common English words that add little 
thematic meaning to a document –– through use of the Snowball English-language 
stopword list, included in the RStudio stopwords package. Additional stopwords 
removed from the texts during topic modeling were those common to most 
documents in the corpus, including any variation of “COVID” or “corona,” “illness,” 
“infection,” “virus,” “pandemic,” “epidemic,” “disease,” “outbreak,” and “quarantine.” 
Additional preprocessing steps included converting all text to lower case and 
removing numbers and punctuation from the texts. 

Building and tuning the model 
The 144,207 texts in the dataset were separated into a subset of 89,729 documents 
published by Chinese actors and another of 54,487 documents published by 
Russian actors. Individual models were created for each dataset to deduce primary 
topics unique to each actor’s information operations. 

Regarding parameter selection, the LDA (Latent Dirichlet Allocation topic modeling) 
requires the number of K values or clusters to be specified by the programmer. 
These models were programmed to identify the top six topics within each of the two 
sets of texts. These optimal K values were determined by examining model output 
from a variety of K values and assessing the interpretability of results, in tandem 
with selecting the K value associated with the highest topic coherence score. 
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In terms of hyperparameter selection, an alpha value of 0.1 was used in both the 
LDA model fit to the Chinese texts and its counterpart fit to the Russian corpus. This 
was selected since it is often regarded as the default alpha value for the LDA model. 

Sentiment Analysis Procedure
Using data science methods, researchers scored the texts in each of the identified 
topics according to the degree to which they contained language associated with 
subjective vs. objective content and rhetoric conveying the emotions of fear vs. 
trust. 

To measure objectivity, we used the TextBlob library, which can process a text and 
provide a score indicating whether the document’s content possesses greater 
features of subjective or objective reporting. In this context, objective material is 
defined as factual information, while subjective material tends to contain emotion 
and espouse judgements or personal opinions. This is a lexicon-based approach to 
natural language processing, meaning the algorithm uses a dictionary containing 
likely rankings for individual words in order to generate these scores. Each word 
in a text is granted a ranking, and then these individual scores are combined into a 
single value, indicating the presence of subjective vs. objective rhetoric in a larger 
document.  

The NRC Word-Emotion Association Lexicon was employed for the fear vs. trust 
score. This tool also uses a lexicon-based approach to natural language processing 
wherein words in an English dictionary are ranked based on the degree to which 
they are associated with eight fundamental emotions: anger, fear, anticipation, trust, 
surprise, sadness, joy, and disgust. This dictionary is then used to assess whether 
an entire text contains rhetoric associated with these eight emotions and in this 
case focused on fear and trust.
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